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Welcome to the FedNow Service Readiness Guide

The Federal Reserve Banks have designed the FedNow Service, a safe and efficient
instant payments infrastructure that helps modernize the U.S. payments system.

Financial institutions of all sizes across the United States that are eligible for
Federal Reserve Financial Services can use the FedNow Service to enable their
customers to instantly send and receive money any time of day, any day of the year.

With the FedNow Service, financial institutions, their service providers and others
in the payments industry can unlock a range of innovative instant payment use
cases that offer benefits all around.
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FINANCIAL INSTITUTIONS INDIVIDUALS BUSINESSES

Create new revenue streams and Instantly send and receive money Gain better control of cash flow

meet the needs of customers with confidence and reduce the management, improve efficiency of
risk of overdraft and late fees corporate payments and streamline
reconciliation processes

We invite you to start preparing now for the FedNow Service.
And this guide is here to help.
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No matter where your organization is on the road to instant payment adoption, this guide is for you.

The Readiness Guide is a collection of topics offering financial institutions and service providers information
to consider as they prepare for the FedNow Service.
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GETTING STARTED

Get to Know
the FedNow Service

With the FedNow Service, funds settle between participating financial institutions (FIs) in real time, which
means there’s no buildup of interbank obligations or short-term credit risk. And end users have access to their
money immediately. Initial features of the FedNow Service include:

* Service level
o Instant payments, 24x7x365 availability
o Core clearing and settlement capabilities with credit transfers completing in seconds
o A FedNow interface via FedLine® Solutions for participating Fls or their service providers to support
reports and queries, and manage configurations
o Access to balance information around the clock, activity reports available on demand or end of day

* Flexibility

o Fls can settle using their own master account or a correspondent’s master account

o Adjustable participation options including support for the use of service providers and correspondents

o Configurable features for each routing transit number (RTN) enabled, such as the ability to receive
customer transfers, send and receive customer transfers, receive requests for payment, support Fl
liquidity management transfers, support settlement services for other Fls

o An Fl can connect to the FedNow Service through a FedLine Solution directly or through an FI's
service provider as its agent

o Support for a variety of credit transfer use cases, such as account-to-account transfers and consumer
bill payment

* Security and risk mitigation

o Encryption of all data flows

o Features to support message integrity and data security

o Tools to help Fls combat fraud, such as the ability to reject transactions going to or from specific
accounts at other Fls

o Participant- and network-level maximum transaction value limits, which may be adjusted over time
(FIs may configure transaction limits that are equal to or below the network limit)

o Functionality for correspondents to set limits on the transactions initiated by their respondents over
the FedNow Service

* Efficiency and transparency
o Use of the widely accepted 1SO® 20022 standard and other industry best practices to support interoperability
o Rich data supported within IS0 20022 messages (for example, the option to include remittance
information in payment messages and request for payment messages)
o Fl-to-Fl liquidity management transfers in support of instant payments
o Broadcast messages notifying of changes to participant availability to receive credit transfers, as well
as a list of participating RTNs

Back to Top
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GETTING STARTED »

Who Can Use
the FedNow Service?

Financial institutions (Fls) eligible for Federal Reserve Financial Services and service providers acting as an
agent to these participating Fls, can connect to the FedNow Service. However, other organizations may want
to understand how they too can leverage this new service for innovation in partnership with Fls.

FedNEw

INSTANT PAYMENTS

Fls can connect directly to the
FedNow Service or connect

FINANCIAL INSTITUTION through their service provider.
SERVICE PROVIDERS

¢ Payment Hubs/Payment
Processors

FINANCIAL INSTITUTIONS

- * Banks

¢ Core Banking Providers « Credit Unions

* Corporate Credit Unions

I I I Savings & Loans

Corporate Credit Unions

e Bankers’ Banks

Bankers’ Banks

Service providers can connect directly to the FedNow
Service on behalf of a FedNow participant/FI.

) END USERS

SOLUTION PROVIDERS N —

* Digital Payment Services « Businesses

Challenger Banks e Merchants/Retailers
Big Tech

Fintechs End users can enjoy the benefits of

Online/Mobile Banking Providers instant payments offered by their
Fls or end-user solution providers.

Bill Pay/Accounts Receivable/

Accounts Payable Providers

Other industry providers can work together with Fls to
create and offer a variety of instant payment solutions.

Back to Top
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PREPARING FOR 24X7
OPERATIONS

Third Parties and
the FedNow Service

Financial institutions (Fls) have the option to partner
with a third party to support their participation in
the FedNow Service. Partnering with an external
partner may be advantageous for some Fls by
reducing technical and administrative burdens,
simplifying the onboarding process, or leveraging
offerings that the participating institution is not
equipped to provide on its own.

An Fl is responsible for the actions of their partner
in connection with services offered by Federal
Reserve Financial Services (FRFS). It is important
that Fls understand this allocation of liability and
engage in sound third-party risk management with
any vendor they select.

SUPPORTING THE FEDNOW SERVICE
ECOSYSTEM AS A THIRD PARTY

Organizations that are interested in serving as a third
party should consider the role(s) that they would

like to play, as well as the eligibility prerequisites
required.

Potential third-party roles include:

1) Connectivity or payment processing: Eligible
organizations can support FedNow Service
participants as service providers by connecting
to the FedNow Service as an entity authorized
to conduct activities on behalf of a participant,
provided they comply with the terms and
conditions required by the Federal Reserve
related to service providers. If a non-Fl is

considering acting as a service provider, an Fl
must provide express authority for it to act in
such capacity.

The decision of whether and how to use an external
partner likely depends on the key capabilities of a
given organization. It makes sense to understand the
roles external parties can play and the requirements
of the FedNow Service before weighing the strategic
and risk considerations on a case-by-case basis.

Please note: The Federal Reserve can only provide
the FedNow Service to depository institutions and
other organizations specifically authorized by

law. Businesses, and other non-Fls, who want to
benefit from the advantages offered by the FedNow
Service can partner with participating financial
institutions. Federal Reserve Financial Services does
not recommend or endorse any particular service
provider or vendor.

2) Value-added services: Other third parties can
serve Fls without directly connecting to the
FedNow Service. Some examples include digital
banking channels, open banking vendors or fraud
solution providers. This also includes vendors
who may support end users, such as AP/AR
service providers or fintechs. These third parties
may be interested in supporting the FedNow
Service ecosystem but do not meet the eligibility
requirements to become a service provider.

3) Settlement: Eligible organizations can act as
a correspondent Fl by settling transactions for
FedNow participants and may provide other
services to participants, such as reports.

For more information about FedNow Service
eligibility, visit FRBservices.org.



https://www.frbservices.org/resources/service-setup/payment-processors-third-party-service-providers

The Payments Value Chain and the FedNow Service

Many Fls look to the broader payments ecosystem for support in implementing the FedNow Service. External
parties can offer Fls a range of products, services and support. There are a few broad categories of providers
that can support access to instant payments, each with a role to play, as detailed below. Some third-party
providers will play multiple roles, while others may be more specialized in their services.

Roles Third Parties Can Play

Settlement [Correspondent Financial Institutions)
Role includes:

e Reporting & reconcilement

e Liquidity management

FEDNOW Fl SERVICE FINANCIAL SOLUTION
SERVICE PROVIDERS INSTITUTIONS PROVIDERS

Connectivity/Processing Value-Added Services (Solution Providers)
(Service Providers) Examples of services include:
Role includes: o Depositor experience

e Message processing e End-user accessibility

¢ Profile management e Fraud/risk solutions

Check out our helpful infographic for more information about the FedNow Service ecosystem.

Connectivity/Processing - The Role of a Service Provider

Service providers, such as processors, core banking providers and aggregators, are entities authorized by
FedNow Service participants to send and receive payment transactions or other messages on their behalf. An
FI can designate a service provider to act as its agent and establish a direct connection to the FedNow Service.
An Fl can also designate a service provider to manage its FedNow Service participant profile information,
which can include anything from configuring its profile settings to reports and queries. Authorized service
providers play a unique role compared to other third parties, in that the Federal Reserve can act upon
information and instructions received by a properly authorized service provider in their role as agent.

The FedNow Service is designed to flexibly allow for a range of configurations and help meet the needs of

a variety of FIs. Some Fls may opt not to use a service provider, preferring to process payments internally.
Others may choose to use a single service provider to provide a comprehensive suite of services and access
to the FedNow Service. Another option is for Fls to use multiple service providers to send payments and other
messages on their behalf based on how they plan to use the service. (Note: While multiple service providers
can be used to send payments, only one service provider can be used to receive payments.) For those that
process payments internally, the single endpoint for receiving transactions would be the Fl itself.

For more information on connecting through a service provider, please see
FedNow Service Connectivity at a Glance.



https://explore.fednow.org/resources?id=97&resourceRole=fi_sp-eu_spe&resourceTitle=you-are-a-major-part-of-the-fednow-service-ecosystem

Value-Added Services - Role of a Solution Provider
There is also an entire ecosystem of solution providers that support

Fls in implementing the FedNow Service with value-added services.

Some solution providers primarily serve downstream customers,
such as payroll providers or back-end systems for businesses.

Other solution providers help Fls integrate instant payment
functionality into their products. For example, supporting digital
interfaces where customers/members can initiate transactions or
fraud mitigation services. These organizations serve a pivotal role
as solution providers for Fls. In partnership with Fls, these third
parties may help Fls drive instant payment adoption and unlock
the potential of the FedNow Service by providing offerings such as
technological expertise, intuitive user interfaces or other value-
added services.

Solution providers can play a number of different roles:

Serving Financial Institutions
e Bill pay/presentment applications
» Mobile/online applications
¢ Risk and fraud services

PLEASE NOTE: Some third
parties that offer connectivity
support may also offer their
customers value-added services
or support with settlement.
These organizations are broadly
referred to as service providers.

Third parties that only provide
value-added services are
considered solution providers.
Similarly, correspondents refer
to those financial institutions that
offer settlement services.

Serving End Users
e Payroll
o Accounts payable/receivable
e Treasury management

e Enterprise resource planning

The Role of a Correspondent

Correspondents are financial institutions that can settle funds on behalf of a participating Fl. They may also
offer other services to participating Fls, such as reporting/reconcilement and liquidity management. Some
correspondents also act as processing service providers, with the ability to receive authorization to manage the

FedNow Service profile of others.

The FedNow Service's correspondent model is similar to what is in place with FedACH® Services. When
an Fl chooses to use a correspondent bank, its funds settle within the master account of the correspondent

in seconds.

More information on settlement and correspondents/respondents can be found in Settlement Through the

FedNow Service.




Considerations for Financial Institutions in the Selection of a
Third-Party Partner

When it comes to selecting a third party to support instant payments, it is important to take both strategic
considerations and risk mitigation factors into account.

Below is a list of some of the things that a participating FedNow Service FI may find helpful to consider when
selecting a third party:

Strategic considerations

From a strategic perspective, participating FedNow Service Fls should consider how the instant payment
capabilities of a prospective third party match their strategic needs. Understanding which features and
messages a given service provider has enabled, for example, may be a good place to start. Other factors,
such as how a prospective third-party partner manages exceptions, may also be important selection criteria.
Taking an internal inventory of one’s organizational strengths and operational constraints can help your
team identify needs when selecting a partner.

The financial institution’s broader payment strategy

It is important for a participating FedNow Service Fl to decide how instant payments will fit into its broader
payment strategy. You may want to review capabilities of existing service providers to determine if their
current and planned capabilities align with your goals and timing for instant payments. In some cases,
participants have selected new vendors who may more closely align with their needs.

The financial institution’s long-term plans

It is also important to select a partner that is equipped to support any use cases or functionality that the

FI plans to enable, either now or in the future. Developing an instant payment roadmap early can help Fls
identify what will be needed from a third party over time. For example, if an Fl plans to start as a receiving
participant but expects to expand its instant payment offerings to enable send in the future, it makes sense to
discuss both sending and receiving instant payments early on with any prospective service provider. Financial
institutions that are planning to expand instant payment use cases over time should also discuss what user
interface(s) they might need in the future with any solution providers responsible for their digital customer
experience.

The prospective partner’s capabilities

A detailed conversation with any prospective third party can help assess whether they will be a good fit.
Determine how your staff will use the solution — for instance, as with any payment service, there will be
exceptions that need to be addressed, such as transactions that need to be returned. Consider the top
exceptions today on other payment services as a good starting point for discussions with the service provider
and internal teams on how to plan for these scenarios.

The Readiness Roadmap includes more details for Fls on how to approach working with a service provider.

Risk considerations

A risk assessment should also be a critical part of selecting a third party to support the delivery of the FedNow
Service. A sound third-party risk management framework should be appropriately tailored to a bank’s level

of risk, complexity and size. Not all third-party relationships pose the same risk, so it's important to take the
nature of the relationship into account when considering how to best manage relevant third-party risks.



https://explore.fednow.org/resources?id=80&resourceRole=fi&resourceTitle=readiness-roadmap%3A-for-financial-institutions-working-with-service-providers

Regulatory compliance

It is ultimately the responsibility of the Fl to ensure that its partners comply with any relevant legal and
regulatory requirements. It is recommended that FedNow participants conduct due diligence with any external
partner to better understand how they will handle issues of risk, information security, operational resilience
and compliance, as well as other role-specific concerns, such as data privacy, anti-money laundering (AML]
and know your customer (KYC), among others. A review of the prospective partner’s ownership structure,
legal authority and controls are just some of the many factors that should go into a proper investigation before
the selection process.

Security

Security should also be top of mind for Fls when selecting any external partner. Robust security protocols,
encryption and authentication mechanisms are essential to safeguard sensitive information from cyber threats.
As intermediaries between users and payment systems, solution providers may have an important role to
play in mitigating security concerns and protecting the organization’s reputation. Understanding how the third
party has handled security concerns in the past or learning about its current policies may help to shine light
on this critical issue.

Integration across platforms

Harmonizing technical and operational aspects across multiple vendors can be complex. Financial
institutions’ due diligence should include a detailed discussion with any prospective provider about data
formats, protocols and security measures to ensure the provider can integrate with the FedNow Service and
also with any other provider that the FI may be using.

This list of risk considerations mentioned above is not exhaustive. For more information on assessing
third-party risk, please see the Federal bank regulatory agencies' final joint guidance on third-party
risk management.

Third-party selection criteria varies by institution. For example, leveraging an existing partner or partners
to facilitate their instant payment journey may be a good solution for some Fls, while others may find it
makes sense to use a new provider. This decision is unique for every institution and depends on many
factors, some of which may be included above.

More information on third parties and the services they support can be found in the Service Provider Showcase
on FedNow Explorer.

Back to Top
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PLANNING FOR THE
FEDNOW SERVICE

Product and
Capability Planning

Instant payments provide many benefits to financial institutions (Fls) and their customers. Yet, as with any
new system, implementing the FedNow Service requires planning and preparation across multiple areas of an
Fl. It could also involve collaboration and coordination with third-party providers. Fls should consult with their
legal counsel and policy and compliance teams to determine compliance with applicable consumer protection
laws and regulations.

This section provides high-level ideas and opportunities that Fls and service providers may want to consider
when determining what products and services to support with the FedNow Service. Topics covered include:

- Understanding the ongoing advantages the FedNow Service can provide
« Identifying opportunities Fls can generate using the service
 Assessing the needs of customers and the critical problems instant payments can help solve

V Understanding the Ongoing Advantages

In addition to providing instant payments to support customer transactions and internal liquidity needs, the
FedNow Service offers benefits to participating Fls such as:

* Opportunities to attract and retain customers by offering instant payment services that address business

needs and consumer demand
* Potential to grow revenue (e.g., transaction fees, fees for new service or product offerings)
* Reduced costs through increased efficiency (e.g., automation and operations)
* Real-time settlement in central bank funds
* Reduced interbank settlement risk

V Identifying Opportunities

An important step in preparing for instant payments is to identify what benefits the service can generate
and what problems it can solve. Some instant payment use cases that have already begun to gain traction
across the industry include earned wage access, digital wallet defunding, online merchant payouts, account
verification using microdeposits, and real estate-related transactions.

The FedNow Service offers opportunities for improvements, both internally for Fls and for their various customers:

¢ Internal opportunities
o Reimbursing employee expenses
o Providing payroll or incentive pay or corrections
o Disbursing 401(k] loans or investments
o Funding customer or member loans, such as auto loans, mortgages, home equity lines of credit
(HELOCs), prepaid credit or debit cards
o Offering liquidity to other Fls




* Retail customer or member opportunities
o Paying loans or other credit accounts, or funding health care savings accounts and more
o Transferring funds between accounts at separate Fls, sometimes called “account-to-account” or
“me-to-me” transfers
o Funding a brokerage account to take advantage of an investment opportunity
o Funding a newly opened account
o Funding or cashing out a wallet (for example, a small business was paid through an online
wallet or merchant account and needs to use that money somewhere that does not accept
payments from the wallet)
o Paying bills either as one-time or recurring payments, including presentation of bill details
from request for payment (RFP) messages
o Reloading prepaid cards
o Paying another person (person-to-person payments)

* Business customer or member opportunities

o Consolidating excess cash from different accounts in various subsidiaries into a centralized
account in order to manage it more efficiently (i.e., cash concentration])

o Transferring (sweeping) cash between accounts (for example, from a non-interest-bearing cash
bank account that exceeds, or falls short of, a predetermined level into an interest-earning
investment account at the close of the business day)

o Sending bills or invoices using RFP capabilities

o Paying bills, both recurring (e.g., utilities, leases, suppliers and loans) and one time, such as taxes

o Disbursing payroll or payroll exceptions (e.g., errors, incentive pay and final paycheck)

o Paying suppliers for inventory, services and rent

o Paying one-time transactions, such as insurance claims and rebates

« Assessing the Needs of Customers

As Fls consider what services and products to offer and how they align with FedNow Service options, it's
important to think about critical problems instant payments can solve for customers. For example:

* Are there specific reasons why business customers are interested in making payments instantly (e.g.,
they have trucks on the dock that need to be unloaded)?

* Are business and retail customers seeking confidence that funds are available to them, without concerns
of insufficient funds or delays?

* Are customers looking to take advantage of opportunities an instant payment can provide that other
payment channels may not support, such as sending funds immediately to a college student?

* Are customers especially interested in the transparency and confidence that an instant bill payment
can provide?

() Communication and Collaboration
/ \ Successful implementation of the FedNow Service requires forethought and planning.

@ While the considerations listed above are not all-encompassing, they are meant to serve as

an impetus for internal communication and collaboration within each participating Fl.

Back to Top
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PLANNING FOR THE
FEDNOW SERVICE

Financial institutions (Fls) considering the FedNow Service need to make decisions about any potential
changes to their technology, services and software ahead of implementation. This includes internal systems
and those managed by external partners. Fls should consult with their legal counsel to determine compliance
with applicable consumer protection laws and regulations.

A participating Fl needs to have a comprehensive understanding of how to manage its core and other systems
while connected to the FedNow Service — from troubleshooting outages to ongoing monitoring.

The following series of questions and considerations is intended to prompt internal discussion and
ultimately build effective partnerships within an Fl as it prepares for adoption. This will help Fls develop a
roadmap for a smooth launch and continued success. Information covered in the following section includes:

* Reviewing internal and vendor solutions

* Customer-facing and internal interfaces

* Internal and external systems

* FedNow Service connectivity and bandwidth considerations

Existing Internal and Vendor Solutions

An Fl should review its internal and vendor solutions to help promote a stronger alignment with current and
future objectives for instant payments. This includes creating an end-to-end flow, including the function of
each system and the timing of relevant activities.

Participants should consider which of their internal and external solutions may be impacted by instant
payments and whether they would need to have 24x7x365 availability. Questions Fls need to answer about
these solutions include:

* What additional capabilities, if any, are needed to handle real-time processing?

* Are systems set up to alert customers of payments received or other status messages and to meet
anticipated requirement to make funds available immediately?

* What customer experiences and functionality are desired?

* Are systems prepared to handle the security, risk and resiliency needs to support around-the-clock activity?

* If you are supporting sending transactions, are any additional tools or controls needed to help
manage liquidity?

* What data capabilities are needed for customers and internal needs? Participants should consider how
they will manage data needs. For example, what reports need to be provided by when to treasury staff to
manage reconciliation?

* Consider which systems that are dependent on batch files may be used as part of the instant payments
ecosystem. Would these batch processing systems still be useful for instant payments?

While processing transactions around the clock, managing maintenance plays a pivotal role in customer satisfaction.




When going offline from the FedNow Service for maintenance, for example, FIs should consider how to manage
related processes. This includes clearing messages from queues as needed, reconciliation processes and
processes for signing back onto the system. Fls also need to review implications related to disaster recovery,
business continuity, and incident response processes and related systems.

For more information, refer to the Participant Availability topic.

“ Customer-facing and Internal Interfaces

Fls should consider how interaction points for customer-facing and internal staff might be impacted by the
FedNow Service. This includes online banking, mobile banking, text banking and interactive voice response
(IVR]) systems. Teller or customer care interfaces for initiating transactions and accessing information about
transactions, disputing investigations or requests for payments may also need updating.

Changes may be needed on statements, reports, data extracts or other information sources. Fls should also
consider interfaces needed to support desired capabilities. Will systems that handle online opening and
funding of accounts be enabled to send requests for payment or receive instant payments?

Further questions Fls should think about to create a positive customer experience include:

* What data is needed to support the desired capabilities and experience? For example, are additional
authentication protocols needed that require additional data elements to support instant payments?

* Do current interfaces enable a user to report fraud or a mistake, like a duplicate payment?

* What are the reporting needs for customers? How can FedNow transactions be incorporated into this
reporting?

* What alerts, notifications or other information relative to instant payments can be made available to customers?

* Would microdeposits be useful to validate a new account prior to sending the higher-value transaction?

V Risk Mitigation Systems

Instant payments may call for adjustments to risk mitigation systems. Fls should consider what controls or
other risk tools should be put in place to protect customers and the financial institution. FIs should consult with
their legal counsel for further guidance about their obligations under applicable law. In addition, review fraud
mitigation solutions, Office of Foreign Asset Control (OFAC) and anti-money laundering (AML] solutions

to determine if these capabilities can support instant payments.

“ Connectivity and Bandwidth Requirements

Participants or their service providers can connect to the FedNow Service using FedLine® Solutions. Each FI
should review connectivity and bandwidth requirements to ensure the connection will meet their forecasted
needs. The FedNow Service supports different sending and receiving points for participating Fls and their
service providers. For more information, refer to the Connecting to the FedNow Service topic.

Preparing in Advance

While the 24x7x365 nature of instant payments through the FedNow Service may present some new
technological challenges, resources are in place to help streamline the onboarding process. Proper
preparation is the best way to make a more seamless transition. Participating Fls should start proactive
discussions with internal stakeholders, as well as any third-party vendors, to ensure that all systems are
prepared for the potentially high volume of transactions and messages.

Back to Top
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PLANNING FOR THE
FEDNOW SERVICE

Treasury Operations
Planning

With the implementation of the FedNow Service, participating financial institutions (FIs] may need to make
adjustments to their current treasury operations to support instant payments. This includes back-office
processes and how the Federal Reserve Banks’ reporting can be used within current information flows.

Topics covered in this section include:

* Settlement
* Volumes forecasting and back-office processes
* Liquidity management

“ Settlement

It is important for participants to decide where their FedNow transactions will settle. Settlement may occur in
an FI's own master account with a Federal Reserve Bank, or the FI may choose to designate a correspondent,
such as a bankers’ bank or corporate credit union.

If an Fl decides to settle in their own Federal Reserve Bank account, the appropriate processes will need to be
in place to manage account balances and ensure compliance with the Payment System Risk (PSR] policy under
an expanded window to process transfers 24x7x365. When using a correspondent to handle settlement, an

Fl needs to consider the specific agreements that may be required for this settlement, such as thresholds or
liquidity management considerations.

For more detailed information on what goes into settling payments through the FedNow Service, refer to the
Settlement topic.

V Volumes Forecasting and Back-office Processes

Considering the potential for shorter processing times associated with instant payments, Fls should review
back-office processes that require manual intervention. How might these operations be automated to help
streamline relevant workflows?

Participants might also consider how the FedNow Service may impact processes and reports for accounting
and reconciliation. Account balance management will also become more complex in a 24x7x365 environment
where payments settle continuously in master accounts. Fls should consider how they will monitor balances
around the clock or deal with issues during nonstandard business hours.

And when it comes to reconciliation, will current windows work with instant payments?

For more information, refer to the Reporting and Reconcilement topic.




“ Liquidity Management

Fls that send credit transfers or provide settlement services in the FedNow Service need a strategy to
maintain liquidity for instant payments. As with settlement, this may involve either making internal
adjustments, sourcing liquidity from the discount window, another Fl or via a correspondent. Fls are expected
to manage their master account in compliance with Federal Reserve policies, including the PSR policy on
intra-day and overnight credit. To learn more about the FedNow Service cycle date, refer to the Reporting and
Reconcilement topic.

The FedNow Service supports Fl-to-Fl liquidity transfers in support of instant payments. To learn more about
the liquidity management transfers within the FedNow Service process and how this capability can support
liquidity needs, refer to the Liquidity Management topic.

Working Together to Improve Implementation
Fls need a strategy for managing how transactions are settled, how their internal or third-

party systems will function with the service and how they will maintain suitable liquidity for
“ around-the-clock payments.

Proactive and ongoing communication is essential for a successful implementation. Making sure that
everyone is on the same page — from end users to partnering providers — will help ensure a more seamless
transition. More importantly, it will create the strongest possible customer experience.

Back to Top
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JUMPSTARTING THE
ONBOARDING PROCESS

Key Decisions

The FedNow Service is designed to be flexible and customizable in its setup. Before a financial institution (Fl) can
start the onboarding process, it will need to make a few key decisions about how it will support the FedNow Service.

Some of these decisions include:

Participation types: How would you like to participate in the service? [page 22)]

All participant routing transit numbers (RTNs] are required to have a FedNow participant profile. Determine
which profile best suits your organization:

» Customer Credit Transfers: Which accounts and users will have the ability to receive funds? Which will
have the ability to send? Consider opportunities internal to your own organization as well as those for
end customers or members.

* Request for Payment: Will you offer your customers the ability to initiate or respond to a request for payment?
* Liquidity Management: Will your institution need help managing liquidity for instant payments?

* Settlement: If you are planning to serve as a correspondent to other Fls, you can choose a participation
profile to support settlement, manage tools and receive FedNow-specific reporting.

. Q’b Connectivity: How will you connect to the FedNow Service? [page 28)

Financial institutions can connect to the FedNow Service directly via an existing or new FedLine Solution or
through one or more third-party service providers, or a combination of both types of connections. Consider
which type of connection makes the most sense based on your projected volume and resiliency needs.

. f e ' Settlement: Where will you settle? [page 32)

Your organization will also need to determine if it plans to settle transactions within its own master account
or that of its correspondent.

Real-time Solutions: Who will you work with to offer real-time solutions to your customers? [page 41)

The right team can help your organization get ready to post funds in real time, (page 41) meet 24x7x365
availability requirements [page 47) and ease the transition to seven-day accounting (page 42). Determine
whether your current core, vendors and internal teams are equipped to support you in the rollout and ongoing
participant profile management of the FedNow Service and identify other partners that may be able to help.

The following sections contain more information on each of these topics. Learn more about the various
options to help inform decision-making and ensure your organization is ready for onboarding.

Back to Top
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Onboarding Overview

i

Once a financial institution (FI) commits to joining the FedNow Service, the onboarding phase begins. The
process pairs a new digital onboarding tool with a dedicated customer service model and is designed to
provide transparency, efficiency and support every step of the way.

The onboarding experience is personalized for each participant based on how they plan to connect to and
participate in the service, as well as a host of other factors.

Understanding what it takes to go live on the FedNow Service can help make the process feel more manageable.
Although the individual steps vary by organization, Fls can expect to follow this general process:

Sign Up
1) Determine internal roles: Onboarding Fls need to determine who within their organization will be
authorized to sign forms and grant approvals/permissions, and who will serve as primary FedNow
Service contacts. Authorized signers on the Official Authorized List (OAL) and End User Authorization
Contacts (EUACs) should be updated, if needed.

2) Review/sign Operating Circular 8 (OC 8): Organizations interested in participating in the FedNow Service
must first review and agree to the terms outlined in Operating Circular 8. All Fl participants are required to
sign OC 8 Appendix A (Security Procedure Agreement), and Fls that plan to use a service provider will also
complete OC 8 Appendix B with that service provider. Signing these agreements, among other things, gives
Fls access to confidential information that is important for setting up and operating with the FedNow Service.

Get Started
3) Connect with your onboarding manager (0BM): Each Fl is assigned a FedNow OBM to guide them

through the entire setup process and to help address any questions they may have. Once an Fl indicates
interest in joining the FedNow Service, their established Federal Reserve relationship manager can
connect the Fl with their OBM. Onboarding managers are generally assigned based on their experience
with a specific situation — for example, experience with a given service provider or other factors. The OBM
may contact prospective participants to better understand their preferred configurations and timeline.
Some service providers may manage the onboarding phase as a service to their customers. 0BMs use this
information to design customized onboarding plans and help Fls navigate the required documentation.

4) Access the FedNow onboarding tool: The FedNow Service hosts a fully digital onboarding tool to enable
Fls to go live on the service as quickly as possible. The tool provides a real-time view of an FI's onboarding
progress and reduces the potential for errors or delays along the way. The onboarding tool tracks the
status of all applicable agreements and required forms based on an organization’s individual onboarding
scenario. All documents — which can be signed electronically — must be completed before an Fl can go
into production.

Note: Some financial institutions work with their service providerl(s] to complete any required documentation without accessing the
onboarding tool directly. For more information, we recommend contacting the relevant service provider directly.



https://www.frbservices.org/resources/rules-regulations/operating-circulars.html#8

5) Complete questionnaires: Within the onboarding
tool, Fls are prompted to fill out one or more
questionnaires to define key decisions around
connectivity, settlement and participation type. This
information is used by the onboarding team to set
up a participant’s FedNow Service profile. In some

Welcome!

This is your onbaarding task dashboard for the FedNow® Service. Here, you'll find exacly what you need t do to
enable instant payments

Sign Up

Start enroliment in the FedNow Service by completing the necessary forms and agreements

cases, service providers may answer a questionnaire
on behalf of the FlIs they are helping to onboard.

Go to the Resources page for guides 1o help you with onboarding.

o Getting Started ar
: - |

ectivity and FedNow Service profile setup, and validate

6) Establish connectivity: The next onboarding step
is to configure connectivity to the FedNow Service.
Fls can choose to connect directly using a FedLine®

Solution connection or via a service provider. See o 'Ef‘a:"s"&?“f'-g”’:c‘l:“e“”"yfqu PR
Connectivity at a Glance for more information

about how to make this decision. Those who are ° jﬁfﬁg#ﬁ ?ffﬁcatiﬂ:"d e +
interested in learning more about connecting o
directly should review the FedNow Service Guide o Golive +

Validate production profile{s) and schedule your arganization's go-live date with the FedNow
Service

to FedLine Connectivity for more information and
reach out to their FRFS relationship manager with
any additional questions.

Example of the FedNow onboarding tool

Get Ready
7) Set up the service: Once an Fl establishes connectivity, it receives more details about how to set up
and operationalize the FedNow Service. Organizations with FedLine Advantage® or FedLine Direct®
connectivity also receive access to the FedNow DevRel resource for more technical resources (see box
below for more information). This stage can be straightforward for Fls that are working with a service
provider(s). Fls should reach out to their third-party partners to get additional clarity around next steps.

Y Designed specifically for application developers, the
< v “1 | platform includes a variety of information, including,

but not limited to:

* Technical details to help with service
implementation

|<DevRel>{

= «« FedNew:

* Sample ISO® 20022 messages and sample code

RIS

* Details on FedNow Service testing and certification

The FedNow DevRel Resource * Information on troubleshooting errors

The developer relations resource, or FedNow DevRel,
is a tech-centric resource that Fls and service
providers can access using their FedLine Solutions

* Platform change logs and enhancements

* Previews of upcoming changes impacting
technical requirements

credentials. It allows live participants and those
currently onboarding to easily browse, search and
download information to help them build, implement
and maintain their instant payment technology with
the FedNow Service.

Participants can expect more capabilities to be added
in the future. More information on FedNow DevRel
can be provided by an FRFS relationship manager or
OBM upon request.



https://explore.fednow.org/explore-the-city?id=2&building=technology-tower&resource=93&role=fi_spe&resourceTitle=fednow-service-guide-to-fedline-connectivity
https://explore.fednow.org/explore-the-city?id=2&building=technology-tower&resource=93&role=fi_spe&resourceTitle=fednow-service-guide-to-fedline-connectivity

At this stage, Fls should make sure to read and review all necessary documentation, gather information, and
develop plans internally to meet the service requirements outlined in the Operating Procedures, Operating
Circular 8 and Technical Specifications. The work involved for this step looks different for every organization,
depending on the organization’s core processor, internal resources, vendor agreements, participation type,
and many other factors. An FI's assigned OBM can help answer questions that may arise.

8) Test: The FedNow Service offers a customer testing environment and some detailed testing scenarios
to support participants in using the FedNow Service. The sample testing scenarios are not exhaustive,
so it is highly recommended that Fls test any additional scenarios they anticipate encountering before
moving into production. Completion of the FedNow Service Customer Testing Program (CTP) is required
for participants with a direct connection to the FedNow Service, and all service providers must also be
certified before onboarding others. Fl participants connecting through a service provider are not required
to complete the Customer Testing Program, although testing is recommended for all Fls before going
live on the service. (More details on the Customer Testing Program can be found within the FedNow
Service Operating Procedures.)

9) Certify and attest to operational readiness: Before moving into production, direct FedNow participants
must also complete a certification which validates successful completion of specific test cases and
attest that they are operationally ready to participate on the FedNow Service. Like the Customer Testing
Program, these steps are required for Fls with a direct connection and for service providers that are
connecting for the first time and are highly encouraged for FIs connecting through a service provider.
(More details on certification and attestation of operational readiness can be found within the FedNow
Service Operating Procedures.')

10) Go live: FedNow participants work with their FRFS relationship manager and 0BM — and their service
provider(s), if applicable — to set a target date for production. As the date approaches, the OBM reaches
out to confirm details for going live, such as how to sign in to access one’s profile and update one’s
settings. Once an organization completes onboarding and is live on the service, they will receive FedNow
User Group communications and event invitations [see box on following page for more information).

A public version of the Operating Procedures is available on FRBservices.org, and the complete version is available on the onboarding
tool for any organization that has executed the appropriate agreements in accordance with Operating Circular 8.



https://frbservices.org/resources/rules-regulations/operating-circulars.html#8

The FedNow User Group

Federal Reserve Financial Services offers opportunities for Fls on the FedNow Service network and their
service providers to participate in dynamic discussion forums established to foster dialogue, collaboration
and innovation through the FedNow User Group program.

User group member benefits:
The user group enhances the way organizations learn about, engage with and shape the future of the
FedNow Service through:

* Engagement opportunities: Regular webinars and work groups provide an engaging space where
ideas can flourish. Members have ongoing opportunities to join discussions with subject matter
experts, receive exclusive updates and ask questions.

* Product roadmap influence: Participation offers organizations opportunities to provide insights and
feedback and influence the FedNow Service product roadmap.

How Does Onboarding Work for Service Providers?

Many of the onboarding steps remain the same for those interested in serving as a service provider for other
Fls. Prospective service providers will receive a designated onboarding manager to help them onboard their
customers and plan their pipeline, and may be subject to some additional forms and agreements during

their own onboarding process, as well as additional responsibilities when onboarding others. Organizations
that are interested in becoming a service provider should begin by checking the eligibility requirements on
FRBservices.org before reaching out to their assigned FRFS relationship manager.

Back to Top
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Participation Types

The FedNow Service offers flexible participation options that allow financial institutions (FIs) to enable specific
capabilities aligned with their business objectives and customers’ needs.

FedNow participants set up profiles specifying their connectivity points, participation types and other
configurations. Profiles are configured for each routing transit number (RTN] enabled in the service.

While setting up profiles, FedNow participants select participation types, which indicate the features the Fl offers
or supports. Generally, Fls are able to enable any combination of participation types, with a few exceptions.

This section reviews each participation type. Topics covered include:

o Overview of participation types
» Customer credit transfers and requests for payment
¢ Receive credit transfers
¢ Send and receive credit transfers
 Receive requests for payment (RFPs)
» Fl credit transfers and settlement
¢ Fl liquidity management transfers
- Send and receive Fl liquidity management transfers
- Receive Fl liquidity management transfers
o Settlement services for Fls
o Tables of applicable ISO® 20022 messages for each participation type

Overview of Participation Types Within Profiles

The FedNow Service offers Fls the flexibility to choose almost any combination of participation types within
the solution to meet their specific requirements. For example, a participant may be configured to receive
customer credit transfers for their own RTN and/or configured as a settlement service provider for their
respondents’ RTNs.

These configurations can be modified as needed. For example, an Fl may select to only receive payments
initially but later expand their capabilities to send and receive payments. FedNow Service participants or their
service providers can request changes to their participation type (as well as other profile settings) digitally at
any time via FedNow setup within FedLine Home. Federal Reserve Bank staff will review and configure the
requested changes before they go into effect.

The FedNow interface via FedLine® Solutions displays features configured for participants. The FedNow
interface supports self-service management of settings. However, additional steps may be required prior to
going live with certain configurations.




The FedNow Service identifies by RTN certain participation types enabled (receive customer transfers, send
and receive customer transfers and receive requests for payment) and provides these lists at the end of each
day via ISO message admi.998. These can also be pulled from the FedNow interface at any time.

As Fls prepare for implementation of the service, they should consider how they will use the service, including
what capabilities they will leverage based on their current business needs and the needs of their customers.

The following provides a closer look at the participation types available within the FedNow Service.

Customer Credit Transfers and Requests for Payment
Fls are able to select from the below options to enable send and/or receive capabilities for customer credit
transfers and RFPs.

Receive customer credit transfers (receive)

A FedNow Service participant able to receive customer payments, but not able to initiate
customer payments (ISO message pacs.008), except to return payments (ISO message pacs.004)
using the service.

Receive participants have the ability to send RFPs (ISO message pain.013), but are ineligible to receive RFPs
because they cannot initiate customer credit transfers (pacs.008) as a response to a payment request.

By default, participants configured with a receive profile can send and receive Fl credit transfers (ISO message
pacs.009) for liquidity management of instant payments. They can disable this capability. Liquidity transfers
are discussed in more detail later in this section.

Send and receive customer transfers (send and receive)
$ $ A FedNow participant able to send and receive customer payment messages [pacs.008)
and return customer payment messages (pacs.004).

An RTN set up to send and receive customer payment messages can send RFPs and may also choose to
receive RFPs (pain.013).

These FedNow participants are automatically enabled to send and receive Fl credit transfers (pacs.009). They
can disable this capability. Liquidity transfers are discussed in more detail later in this section.

Receiving requests for payment

— This participation type allows Fls to receive requests for payment via the FedNow Service.

e An Fl enabled to send and/or receive customer credit transfers may send an RFP.
@ However, only those enabled to send a customer payment are eligible to receive an RFP.




Financial Institution Transfers
The FedNow Service also supports transfers between participating Fls — either on behalf of their respondents
or for their own internal purposes, such as liquidity management.

Liquidity management transfers (LMT)

Fl credit transfers (pacs.009) that support instant payment liquidity needs are available from
7 p.m. to 7 a.m. ET nightly and any time on weekends and holidays. These transfers can take
place between the master accounts of two participants, or between a participant’s master
account and a joint account that backs another private-sector instant payment service.

Fls can choose to participate in the FedNow Service for the sole purpose of supporting liquidity management
transfers. This allows Fls to transfer funds to support certain payment system interbank liquidity needs as a

stand-alone service without enabling other capabilities within the FedNow Service.

For more in-depth details regarding these transfers, refer to the Liquidity Management topic.

Settlement services for financial institutions
o As with some other Federal Reserve Financial Services, the FedNow Service supports
correspondent/respondent relationships. Respondents settle transactions in the master

‘ $ ' account of their correspondent.

Correspondent Fls with RTNs enabled for the settlement participation type can receive real-
time notices of debits or credits. They are also able to query the FedNow Service for reports.

A correspondent is not required to have a FedNow participant profile to provide settlement services to their
respondents. Such Fls settle their FedNow Service-enabled respondents’ activity against their own master
accounts. These correspondents can access their respondents’ FedNow activity in intra-day and end-of-day
reports of existing Federal Reserve Banks’ systems. However, enabling a FedNow profile allows access to
real-time transaction information and FedNow reports.

To learn more, refer to the Settlement and Reporting and Reconcilement topics.

Customization and Implementation
Flexible configuration of participant profiles is one of the key aspects of the FedNow Service. Participating
Fls are able to control the capabilities and messaging assigned for each RTN, with the ability to make

adjustments to match their evolving needs over time.




Customer Credit Transfers and Requests for Payment

Below is a table indicating which 1SO 20022 messages are needed for each participation type.

Note: “Conditional” is in response to “Optional” messages. If an Fl supports or sends one of the optional messages,
they are required to also support the response message.

Credit Transfer Receive Credit Transfer Send/Receive Send/Receive with Receive RFP

Customer Credit Transfer

Messages Send Receive Send Receive Send Receive
[;_ﬁ;:.szgf—Customer ClEsll Prohibited Mandatory Mandatory Mandatory Mandatory Mandatory
ZzzsggtOZ-Payment SIS Mandatory Mandatory Mandatory Mandatory Mandatory Mandatory
q_:g;baigglAVCaZ?j‘;tggcepted Mandatory N/A Mandatory N/A Mandatory N/A
gz;sézef[:fsc ~ A ] N/A Mandatory N/A Mandatory N/A Mandatory
pacs.002 RJCT - Rejection Mandatory Mandatory Mandatory Mandatory Mandatory Mandatory
%:;bzzzpﬁgmz—Accept Optional Mandatory Optional Mandatory Optional Mandatory
I(,)z‘r:;sf;'rl')r[r)faggr?gf;’osting Optional Conditional Optional Mandatory Optional Mandatory
fjfgmzzzigﬁ_ HELITE Optional Conditional Optional Mandatory Optional Mandatory
?ciiﬂgf’il&%,; e Optional Conditional Optional Mandatory Optional Mandatory
ZzzsL;gff-Payment St Optional Mandatory Optional Mandatory Optional Mandatory

Credit Transfer Receive Credit Transfer Send/Receive Send/Receive with Receive RFP

Payment Returns

Send Receive Send Receive Send Receive
camt.056 - Return Request Optional Mandatory Optional Mandatory Mandatory Mandatory
;amt.029—Return fegrest Mandatory | Conditional Mandatory Conditional Mandatory Mandatory

esponse
pacs.004 - Payment Return Optional Optional Mandatory Mandatory Mandatory Mandatory

Credit Transfer Receive Credit Transfer Send/Receive Send/Receive with Receive RFP

Requests for Payment

Send Receive Send Receive Send Receive

pain.013 - Request for . - . _ .

Payment (RFP] Optional Prohibited Optional Prohibited Optional Mandatory
pain.014 - Request for N/A Conditional N/A Conditional Mandatory Conditional
Payment Response

;:?amt.055-RFP Gagcenateg Optional Prohibited Optional Prohibited Optional Mandatory

equest

camt.029 - RFP Cancellation N/A Conditional N/A Conditional Mandatory Conditional
Request Response

*Fls should use the camt.028 when providing additional information to another participant.




Information Request Messages

Credit Transfer Receive

Credit Transfer Send/Receive

Send/Receive with Receive RFP

Send Receive Send Receive Send Receive
camt.026 - Information Request Optional Mandatory Optional Mandatory Optional Mandatory
;amt.029- UL MU P Mandatory | Conditional Mandatory Conditional Mandatory Conditional

esponse
camt.028'—Addltlonal ATICS Optional* | Conditional Optional Conditional Optional Conditional
Information

Account Reporting Messages

Credit Transfer Receive

Send

Receive

Send

Credit Transfer Send/Receive

Receive

Send

Send/Receive with Receive RFP

Receive

;Z’;’Z'eos‘tf’ S ARG S N/A Optional N/A Optional N/A

;Z’:;’I_I;SZ_ACCOUM EEE N/A Optional N/A Optional N/A Optional
‘ngffgfp'oftm”’"A‘”"’”’ N/A Optional N/A Optional N/A Optional
gaergti.lg%e,—nﬁicountActivity N/A Optional N/A Optional N/A Optional
,‘\Z)’Z.;;.g;fa;“‘“”’" BelaeEe | Optional N/A Optional N/A Optional

System Messages

Credit Transfer Receive

Send

Receive

Credit Transfer Send/Receive

Send

Receive

Send/Receive with Receive RFP

Send

Receive

admi.002 - Message Reject Mandatory | Mandatory Mandatory Mandatory Mandatory Mandatory

admi.007 - Receipt

Acknowledgement Mandatory | Mandatory Mandatory Mandatory Mandatory Mandatory

admi.004 - FedNow Broadcast N/A Mandatory N/A Mandatory N/A Mandatory

admi.004 - Participant

Broadcast Mandatory N/A Mandatory N/A Mandatory N/A

del.011 = RO s N/A Mandatory N/A Mandatory N/A Mandatory
esponse

admi.006 - Retrieval Request Optional N/A Optional N/A Optional N/A

7_.%’:"998 = AT AT N/A Mandatory N/A Mandatory N/A Mandatory




Financial Institution Credit Transfers
Below is a table indicating which 1SO 20022 messages are needed for each participation type. These include:

FI Credit Transfers Messages

pacs.009 - Financial Institution

Settlement

Send

Receive

Send

Liquidity Management Transfers
(LMT) Receive

Receive

LMT Send/Receive

Send

Receive

Request

Account Reporting Messages

camt.060 - Account Reporting

Settlement

Send

Receive

LMT Receive

Send

Receive

Credit Transfer Prohibited Prohibited Prohibited Mandatory Mandatory Mandatory
’;Z;séft”z = IFEPIE ST Prohibited | Prohibited N/A N/A N/A Mandatory
FEEEHIPE) = PRI S Prohibited | Prohibited | Prohibited N/A Optional N/A

LMT Send/Receive

Send

Receive

Credit Notification

System Messages

Settlement

Send

Receive

LMT Receive

Send

Receive

Roquest Optional N/A Optional N/A Optional N/A

;Z':;ﬂsz - Account Balance N/A Optional N/A Optional N/A Optional
;zgf-sagsp-oi\tccountActivity N/A Optional N/A Optional N/A Optional
Zi’gzg%e; :‘rctc"”"t G N/A Optional N/A Optional N/A Optional
camt.054 - Account Debit/ N/A Optional N/A Optional N/A Optional

LMT Send/Receive

Send

Receive

admi.002 - Message Reject Mandatory Mandatory Mandatory Mandatory Mandatory Mandatory

admi.004 - FedNow Broadcast N/A Mandatory N/A Mandatory N/A Mandatory

L S TR Prohibited N/A Mandatory N/A Mandatory N/A

;dmi.011 it N/A N/A N/A Mandatory N/A Mandatory
esponse

admi.006 - Retrieval Request Prohibited N/A Optional N/A Optional N/A

7_.%’:'.'998 R ET AT S N/A Mandatory N/A Mandatory N/A Mandatory

Back to Top
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FedNow Service
Connectivity at a Glance

An overview of options and key considerations for participating financial institutions

The FedNow Service offers flexible and familiar options for connectivity, so your financial institution (FI) can connect to
the instant payment service in a way that best suits your business objectives and customers’ needs.

Connectivity to the FedNow Service allows your organization to perform key functions, including:

e Sending and receiving messages, including ISO® 20022 messages. This occurs using an application interfacing with
an IBM® MQ client, which connecting parties need to install.

o Accessing the participant profiles in the FedNow interface via FedLine® Solutions to manage configurations, view
reports, run ad-hoc queries and more.

What are the connectivity options?
Your financial institution can choose to connect:

1. Directly using a FedLine Solutions connection (WAN or VPN])
to send and receive FedNow ISO 20022 messages and perform
FedNow Service profile administration.

2. Through a third-party service provider(s) such as a payment
processor, bankers’ bank or corporate credit union.

Connecting directly to the Federal Reserve to send/receive I1SO
messages and perform FedNow Service administration using a
FedLine Solution connection

If your financial institution (FI) wishes to exchange FedNow ISO 20022 messages and access the
FedNow interface via FedLine Solutions, you'll need to connect directly to the Federal Reserve.

If your financial institution does not currently connect If your financial institution has an existing connection
to the Federal Reserve, you’ll need to: to the Federal Reserve, you'll need to:

o Establish a new WAN (FedLine Direct®) or VPN o Configure an existing WAN (FedLine Direct) or
(FedLine Advantage® or FedLine Command®) VPN (FedLine Advantage or FedLine Command)
connection to support FedNow Service activity and connection to support FedNow Service activity; OR
other Federal Reserve services, if applicable e Install a new WAN (FedLine Direct) or VPN (FedLine

Advantage or FedLine Command) connection
exclusively for FedNow Service activities



https://developer.ibm.com/articles/mq-downloads/

SIS
Considerations

e To exchange FedNow ISO 20022 messages, IBM MQ client middleware and a FedNow Service server certificate
must be installed on a local server.

e The WAN router (FedLine Direct) or VPN device (FedLine Advantage or FedLine Command) must be configured to
send and receive FedNow Service traffic.

e Your Fl needs to buy or build a payment application that interfaces with an IBM MQ client and takes FedNow
ISO messages all the way through to your core banking system. The Federal Reserve does not provide banking
applications for the FedNow Service.

e To help you decide whether to leverage or upgrade an existing connection, install a new connection, or add an
additional connection, think about your:

» Resiliency and contingency plans

» Anticipated volume and bandwidth needs

» Monitoring and alerting capabilities

» Whether you'd like to have a dedicated connection exclusively for FedNow Service traffic

View the FedNow Service Guide to FedLine Connectivity for detailed information on the various connectivity options
and scenarios.

SERVICE PROVIDER CONNECTIVITY

Are you a service provider that will help financial institutions implement the
FedNow Service?

Service providers may connect to the FedNow Service via a FedLine Solution on behalf of participating
Fls. These service providers can process for multiple Fls through the same connection — either
WAN (FedLine Direct) or VPN (FedLine Command or Advantage). Participating Fls authorize the
service provider to send or receive FedNow Service messages.

Are you a fintech that will provide instant payment solutions to end customers?
If your organization is a fintech company or other provider that offers instant payment solutions to
consumers and businesses only — such as payroll providers, payables and receivables vendors or
treasury management platform enablers — you’ll need to partner with a FedNow-participating FI.
You cannot leverage the connection from another service provider to directly access the FedNow
Service on behalf of your end customers. Download the Readiness Roadmap for Payment Service
Providers for tips on preparing for the FedNow Service and sample questions to ask your FI
partner. Have questions? Contact us at SYSFedNowCommunity@chi.frb.org.



https://explore.fednow.org/resources?id=97&resourceRole=fi_sp-eu_spe&resourceTitle=you-are-a-major-part-of-the-fednowhttps://explore.fednow.org/resources?id=97&resourceRole=fi_sp-eu_spe&resourceTitle=you-are-a-major-part-of-the-fednow-service-ecosystem-service-ecosystem
https://explore.fednow.org/resources?id=97&resourceRole=fi_sp-eu_spe&resourceTitle=you-are-a-major-part-of-the-fednow-service-ecosystem
https://explore.fednow.org/explore-the-city?id=6&building=planning-office&resource=96&role=sp-eu_spe&resourceTitle=readiness-roadmap-for-payment-service-providers
https://explore.fednow.org/explore-the-city?id=6&building=planning-office&resource=96&role=sp-eu_spe&resourceTitle=readiness-roadmap-for-payment-service-providers
https://explore.fednow.org/resources?id=93&resourceRole=fi_spe&resourceTitle=fednow-service-guide-to-fedline-connectivity

' If your Fl will have a third-party service provider(s) exchange FedNow IS0 20022 messages on
. your behalf, you may or may not need a direct connection to the Federal Reserve.

® \ o
. Q Participating through a third-party service provider

If your financial institution will rely on a service
If you will outsource all FedNow Service activities, provider(s) for some FedNow Service activities (e.g.,
including ISO message exchange and FedNow profile exchanging 1ISO messages), but would like to retain

administration to a service provider(s), you: responsibility for other FedNow activities (e.g.,
profile administration), you:

e Do not need to establish a direct connection with the e Will need to authorize your service provider(s) to
Federal Reserve send and receive FedNow ISO messages on your
e Will need to authorize your service provider(s) to behalf during the onboarding process
manage FedNow Service activities on your behalf e Will need to configure an existing connection
during the onboarding process or install a new WAN (FedLine Direct) or VPN

(FedLine Advantage or FedLine Command)
connection to access the FedNow interface

Considerations

 Consider whether your organization would like to configure or install a backup WAN (FedLine Direct) or VPN
(FedLine Advantage/FedLine Command) connection for additional resiliency.

» Have conversations early with service providers to understand their plans, requirements and timing. The
Readiness Roadmap: For Financial Institutions Working with Service Providers resource can help you prepare
for those discussions.

o If your Fl is working with multiple service providers for connection, have discussions with those organizations to
identify which party is responsible for certain activities. It may be useful to have a communication plan across
parties connecting to the service so that all are aligned to any changes made to the participant profile.



https://explore.fednow.org/explore-the-city?id=6&building=planning-office&resource=80&role=fi&resourceTitle=readiness-roadmap%3A-for-financial-institutions-working-with-service-providers

Important steps as your organization begins to consider your
connection options

/ As your organization thinks through how you’ll connect to the FedNow Service and gets ready for
FedNow Service onboarding, here are a few tips:

e Gather an internal team at your organization to consider and determine how you’ll connect.
Team members could include project managers, application owners, network or firewall staff,
information security, End User Authorization Contact (EUAC) and an executive sponsor.

¢ Review your organization’s current connection solutions and portfolio of Federal Reserve
services, along with your instant payment plans, to help you determine if existing capabilities
can support the FedNow Service.

e Contact your Federal Reserve relationship manager (account executive) to help you
understand your options and next steps and assess your FedNow Service readiness. You can
find your relationship manager on FRBservices.org.

Ready for more information?

For more details on connectivity, including a comparison chart
of available options and additional considerations, download
the FedNow Service Guide to FedLine Connectivity.

Learn more

Choosing your connection approach is just one step to
enabling the FedNow Service. Get more details on instant
payments and how to prepare for the FedNow Service at
FedNowExplorer.org.

Back to Top
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Settlement Through the
FedNow Service

One of the benefits of the FedNow Service is that payment messages clear and settle between financial
institutions (Fls) in real time.

The FedNow Service settles payments to a participating FI's Federal Reserve Bank master account — or
the master account of its correspondent (including bankers’ banks and corporate credit unions). Settlement
through the service is final.

This section includes information about settlement through the FedNow Service including:

- Designating routing transit numbers (RTNs) to send and receive messages and to settle transactions

» Mapping to a master account RTN for settlement

» Using primary/master account RTNs, subaccount RTNs or other secondary RTNs for FedNow activity
« Managing account balances and reconciling activity

» FedNow Service-specific reports that are available

» The Federal Reserve Banks’ standard reports that are updated to include FedNow activity
» Correspondent/respondent relationships

» Settlement configurations

» Reporting options for all parties

Designating RTNs to Send and Receive Messages and to Settle Transactions

During the FedNow Service onboarding process, Fls can designate the specific RTN(s) enabled to send
messages and the RTN(s) enabled to receive messages, including the master account RTN, primary RTN (for those
who do not maintain a master account) or secondary RTNs (either subaccount RTN or other secondary RTNJ.

Each FedNow-enabled RTN is mapped to a single settlement point — the master account of either the
participating Fl or that of a correspondent — based on instructions from the participating FI (and agreement
by its correspondent, if any) and using the Federal Reserve Banks’ accounting applications. FedNow Service
participants do not need to fund a separate account to settle FedNow activity.

Managing Account Balances and Reconciling FedNow Activity

FedNow participants are expected to manage their account in compliance with Federal Reserve policies,
including the Payment System Risk (PSR) Policy on intra-day credit and avoiding negative balances at the
close of the FedNow cycle date.

Near-real-time reconciliation may be accomplished using the advice/acknowledgement message (ISO message
pacs.002) for participants, or the notification of debits/credits (ISO message camt.054) for correspondents
who have enabled the feature within their FedNow participant profile.

For tracking and reporting purposes, each transaction is recorded using the RTNs included within the
transaction message.




FedNow participants can perform balance inquiries at the master account RTN or subaccount RTN levels.
Other secondary RTNs are ineligible for balance inquiries.

Available Reports and Balance Inquiries
The Federal Reserve Banks provide a variety of tools and reports to help participating Fls manage their
account balances and reconcile FedNow activity.

FedNow Service-specific reports include Account Balance, Activity Totals, Activity Details, Message Status and
Message Retrieval.

Additionally, the Federal Reserve Banks' standard accounting reports have been revised to include FedNow
activity and are generated seven days a week.

FedNow Reports

Account Balance Activity Totals Activity Details
summary level detail level

A
£ N $
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3 Daily Statement Financial Institution Statement of Account in
_§ of Account Reconcilement Data (FIRD) Spreadsheet File (SASF)
w summary level detail level detail level

For more in-depth information about detailed reports and accounting, please reference the
Reporting and Reconcilement topic.

Correspondent Settlement

As with some other Federal Reserve Financial Services, the FedNow Service supports correspondent/
respondent relationships. Organizations can determine if they plan to settle FedNow Service transactions and
fees within their own master account or that of their correspondent.

Below are key details that correspondents and respondents should know about settlement:

e Correspondents do not need to have a FedNow participant profile for their respondents to settle against
the correspondent’s master account.

e Correspondents with a FedNow participant profile that enables them to send or receive messages
through the service can obtain Activity Totals and Details reports using the FedNow Service.

e Correspondents set up to send or receive messages should also consider whether they wish to receive
real-time notices and reports from the FedNow Service. If a correspondent requests a notice of real-time
activity that settles in their account, the FedNow Service provides a notification of such debits or credits
(ISO message camt.054).

e Correspondents that have an active FedNow participant profile can establish net send limits for each of

their direct respondents at the respondent Fl level to both help protect their respondents and manage
their own master account balance.




If you are planning to serve as a correspondent to other Fls, you can choose how you would like to participate
in the FedNow Service. Reference the quick guide below for additional information.

Quick Guide to Correspondent Participation in the FedNow Service

Settlement Without
Participant Profile

Settlement Participant

Participant and Settlement

Connectivity

Does not onboard to the
FedNow Service

Onboards to the FedNow Service, either directly or via a

service provider

Participation
Type

No FedNow Service
participant profile created;
settles FedNow Service-
enabled respondent activity
against its own master
account

To support the respondent,
correspondent establishes
a FedNow participant
profile with a settlement-
only participation type

To support the
correspondent’s own
participation in the FedNow
Service, correspondent
establishes a FedNow
participant profile with

a participation type that
indicates credit transfer
and liquidity management
transfer (LMT) capabilities

May use Account Management
Information reports — Daily
Statement of Account, FIRD

May enable real-time receipt of notifications of a

Reporting and SASF — to review activity debit or credit (camt.054) for respondent activity in its
. master account
related to FedNow Service
transactions
Liquidity Corresppqdent has the pptlon Subject to LMT instructions by correspondent to manage
Management of permitting or restricting respondent LMT participation
LMT activity by the respondent
May act as a service provider for either participant profile
management or connectivity, subject to designation by
the respondent.
Additional N/A
Services A correspondent with an active FedNow participant

profile can establish a net send limit for each of its
respondents at the financial institution level to help
manage liquidity risks

Financial institutions that wish to establish a correspondent/respondent relationship should refer to Operating
Circular 1 and its Appendix 2: Accounting Transaction Settlement and Service Fee authorization form.

Back to Top
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Customer Payment Flow

One of the primary advantages of the FedNow Service is its ability to clear and settle transactions in real time —
allowing financial institutions (FIs] of all sizes to enable their customers to instantly send and receive money.

The following is a step-by-step overview of the FedNow Service payment process in which the Federal Reserve
Banks settle and execute and the Receiver Fl accepts a customer payment message.

Follow the Payment Flow

For this sample flow, the Sender Fl or Receiver Fl may either send and receive messages to and from the
service or designate a service provider to act as its agent (e.g., a processor, core solution or other payment
hub) to perform those functions on its behalf. A participating FI may settle using its own Federal Reserve
Bank master account or it may designate a correspondent for that purpose. See the Settlement topic for
more information.

)
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Sender FI - Receiver FI
Service O—
Reserve Banks
—O TLE - e,
Sender a a Receiver
End User Service Provider Service Provider
Interface Settlement Interface

Master Account

Correspondent Account
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Step 1: Initiation: The sender (an individual or business) initiates a payment with their Fl through
an end-user interface outside of the FedNow Service. The FedNow Sender Fl is responsible for
validating the payment according to its internal processes and requirements.

Step 2: The Sender FI submits a payment message (ISO® message pacs.008) to the FedNow Service.

Step 3: The FedNow Service validates the payment message — for example, by verifying that the
message meets proper format specifications and complies with applicable controls.

Step 4: The FedNow Service sends the contents of the payment message to the recipient’s Fl to
seek confirmation that the Receiver Fl intends to accept the payment message. At this point, the
Receiver Fl will determine how it will handle the message (accept, reject or accept without posting
(ACWPJ). Among other things, the Receiver Fl should use this step to ascertain whether it maintains
an account for the recipient identified in the contents of the payment message. See the Funds
Availability topic for more details on each of the ways the Receiver FI may respond.

Step 5: Confirmation: In this example flow, the Receiver Fl sends a positive response of “accept”
to the FedNow Service, confirming it intends to accept the payment message. Note: Steps 4 and
5 are intended to reduce the number of misdirected payments and resulting exception cases that can
occur in high-volume systems.

Step 6: The FedNow Service settles the payment, debiting and crediting the designated master
accounts of the Sender Fl and Receiver FI (or of their correspondents), respectively. Steps 2-6
complete within a few seconds but take no more than 20 seconds. See the Understanding the
Payment Timeout Clock topic for a deeper look at the timing of a payment.

Step 7: The FedNow Service sends an advice to the Receiver Fl and an acknowledgement to the
Sender Fl, executing the payment order and notifying each that the Federal Reserve Banks settled
the payment message. Correspondents enabled within a FedNow profile may choose to receive a
notification of debit/credit entries (ISO message camt.054).

Step 8: Funds availability and notification to customer: As a term of participation in the FedNow
Service, the Federal Reserve Banks require the Receiver Fl to make funds available to the recipient
immediately after step 7.




Ho
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Participants should consider what processes they need to have in place to respond to the request for
confirmation, make funds available to recipients, provide notice to senders and recipients, and
respond to a request for payment status (ISO message pacs.028) sent from the Sender Fl with

a payment status report (ISO message pacs.002). For more information on IS0 20022 messages,
please see the ISO Overview topic.

In communicating with the recipient, the Receiver Fl should notify its customers immediately
following receipt of an advice, and may use any reasonable means of communication that is consistent
with their customer agreements, including standard channels for which the recipient is enabled.

Note: If the Receiver Fl responds with "ACWP,” it is not required to make funds available after
receiving the advice through the service. Instead, the Receiver Fl is required to do so if it accepts
the payment (see the ACWP spotlight in the Funds Availability topic).

The Sender Fl should use information in the acknowledgement (pacs.002) from the FedNow
Service to notify its sending customer that the payment to the Receiver Fl is complete.

Step 9: Confirmation of posting: In general, the Receiver Fl has the option of sending a message
through the FedNow Service to the Sender Fl indicating that the payment has been posted to the
recipient’s account. See the ACWP spotlight in the Funds Availability topic for the circumstances
in which the Receiver Fl is required to send a confirmation of posting.

Step 10: If the Receiver Fl sends a confirmation of posting message through the service, the
Sender Fl should notify its customer that the funds have been made available to the recipient.

| Setting a Time Limit
N\ & o The FedNow Service limits processing of messages to within 20 seconds and
X settles in this set amount of time or not at all. While the Federal Reserve

Banks expect most payment messages to settle in a few seconds, well below
the maximum allowable limit, the payment timeout clock sets expectations for
Fls that transactions submitted to the service are settled or rejected almost
immediately.

Please refer to the Understanding the Payment Timeout Clock topic for further information,
including how time is allotted and how messages are exchanged throughout this process.

Back to Top
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Understanding the

| Payment Timeout Clock

The FedNow Service uses a payment timeout clock to provide predictability to participants and their end-
customers that payments will complete (or reject) within a specified time period.

\‘70

While the Federal Reserve Banks expect most payment messages to settle in just a few seconds, well below
the maximum allowable limit configured by the FedNow Service, the payment timeout clock sets expectations
for financial institutions (FIs) and service providers that credit transfers submitted to the service are settled or
rejected within a defined time frame.

This section provides details on the payment timeout clock. Topics covered include:

* An overview of the timeout clock including when it starts and stops

* A step-by-step explanation of how the timeout clock fits into the overall FedNow payment flow
* Payment rejections — what happens when the timeout clock is exceeded

* Submitting a request to check on the status of a payment after the timeout clock expires

An Overview of How the Payment Timeout Clock Operates

The timeout clock creates a defined process for each step in a transaction that clears and settles through
the FedNow Service. This establishes clarity on how settlement is completed and outlines expectations for
processing speed and capability for both the Sender and Receiver Fls.

The timeout clock applies to credit transfers — customer payments (ISO® message pacs.008), customer
return of funds (ISO message pacs.004) — and FI liquidity management transfers (ISO message pacs.009). The
timeout clock has two main features:

* First, the timeout clock is 20 seconds in length. It is configurable within the FedNow Service by the
Federal Reserve Banks and stops counting down just before settlement takes place.

* Second, the timeout clock expires prematurely if, based on a setting configured by the Receiver Fl, there
is insufficient time (i.e., “reserved” time) remaining for the Receiver FI to provide a response to a request
for confirmation from the service. A Receiver Fl can reserve up to five seconds of the clock that will be
guaranteed to them as part of the flow. Fls are able to configure this reserved response time downward
from five seconds in increments of one second, with one second being the lowest setting.




A Look at the Payment Timeout Clock Within the Payment Flow
Below is a step-by-step examination of how the timeout clock fits into the overall flow of a settled customer

payment within the FedNow Service.

FedNow <—0
4—@ SerVice Receiver FI

reserved time

e . No-PFM° > o 2
=

Sender FI @ > Receiver Fl Receiver

Step 1: The sender (an individual or business) initiates a payment with their FI.

Step 2: Start of clock: The Sender Fl or their service provider submits the validated payment
message (pacs.008) to the FedNow Service. The payment timeout clock starts based on the
“creation date” timestamp included in the business application header of this message regardless
of when the FedNow Service receives the message.

Step 3: The FedNow Service authenticates the payment message — for example, by verifying that
the message meets proper format specifications and complies with applicable controls. If the
elapsed time between the creation date timestamp and receipt timestamp by the FedNow Service
exceeds the clock limit or does not allow sufficient reserved time for the Receiver Fl, the message
will be rejected.

For example, given a timeout clock of 20 seconds and a default reserved time of five seconds,
if 16 seconds have passed, the message would be rejected.

Step 4: If there is sufficient time, the FedNow Service sends the contents of the message to the
Receiver Fl to seek confirmation that the Receiver Fl intends to accept the payment message. At
this point, the Receiver FI determines how it will handle the message — accept, reject or accept
without posting (ACWP).

Step 5: Stop of clock: The Receiver Fl sends an “accept” response to the FedNow Service,
confirming it intends to accept the payment message. If the positive response is received by
the FedNow Service before the clock has expired, the clock will stop when the FedNow Service
receives this message and just before the service’s settlement processes begin.

For customer credit transfers, if the FedNow Service receives a positive response — either accept
or ACWP — from the Receiver Fl before the timeout clock has expired, the clock will stop just
before the service’s settlement processes begin.

Step 6: The FedNow Service settles the payment, debiting and crediting the designated master
accounts of the Sender Fl and Receiver Fl (or of their correspondents), respectively.

Step 7: The FedNow Service sends an advice to the Receiver Fl and an acknowledgement to the
Sender Fl, executing the payment order and notifying each that the Federal Reserve Banks settled
the payment message.

Step 8: Funds availability and notification to customer: As a term of participation in the FedNow
Service, the Federal Reserve Banks anticipate requiring the Receiver Fl to make funds available to
the recipient immediately after step 7.

For a more complete overview of the flow process, refer to the Customer Payment Flow topic.




A few things to note:

* At each step in the payment flow, the FedNow Service
determines whether processing should continue. This
is done by validating that the seconds elapsed since
the time included in the message timestamp has not
exceeded the timeout clock’s allowable limit.

The timeout clock is solely based on a set number of
seconds. Therefore, changes to the calendar day or the
FedNow Service cycle date are irrelevant.

In order to support accurate tracking of time, the
Federal Reserve Banks recommend that Fls refer to a
reliable time server.

When the Payment Timeout Clock Runs OQut Before Settlement Begins

If the process outlined on the previous page exceeds the timeout clock’s time limit prior to settlement — for
example, if 20 seconds lapse without a response from the Receiver FI — the FedNow Service rejects the
payment message with the applicable reason indicated. Below are essential points to know about payment
rejection scenarios in connection with the timeout clock:

* If a payment is rejected, the FedNow Service sends a message (ISO message pacs.002) to the Sender Fl
notifying it that the payment was rejected.

¢ |f the Receiver Fl has received the contents of a payment message in a request for confirmation but does
not respond before the timeout clock expires, the Receiver Fl also receives a notice that the payment has
been rejected.

¢ If the Sender Fl resubmits a payment message that the FedNow Service already received, it needs to
include a new unique message identification number. Otherwise, the service rejects the message based
on the duplicate identification number.

Where messages are rejected because they exceeded the timeout clock, participants need to initiate a new
payment request if they wish to complete the transfer of funds.

Requesting a Status of Payment
If an Fl does not receive an advice (pacs.002), an acknowledgement (pacs.002) or a rejection message (I1SO
message admi.002/pacs.002), it must submit a request for payment status (ISO message pacs.028).

The Federal Reserve Banks recommend that each Fl wait a few seconds longer than the stated timeout clock
limit. For example, with a 20-second timeout clock limit, an Fl should wait until 25 seconds have passed

to submit a status request. This provides time for the FedNow Service to finish processing and deliver the
applicable messages.

Fls that submit request for payment status messages (pacs.028) before resending a payment message
through the service are able to limit their risk of sending duplicate payments.

Back to Top
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FedNow Payment
Flow Process &
Funds Availability

One of the primary advantages of the FedNow Service is its ability to clear and settle transactions instantly,
allowing financial institutions (Fls) of all sizes to enable their customers to send and receive money in seconds.

To meet the funds availability requirement for the FedNow Service, participating Fls are required to make
funds available to the recipient immediately, 24 hours a day, seven days a week, 365 days a year, except as
described in the Understanding Accept Without Posting section below.

Note: The topic of funds availability
is governed by Regulation J and the
Federal Reserve Banks’ Operating
Circular 8. FedNow participants
should consult their legal counsel
regarding Regulation J, other
applicable laws and terms governing
the FedNow Service.

This section covers the following topics:

« Making funds available immediately to customers
» Responding to payment messages

« Understanding Accept Without Posting (ACWP)

* Notifying Fl customers

Making Funds Available Immediately

As noted, participant Fls are expected to make funds available immediately following receipt of an advice

of credit. Under Regulation J and Operating Circular 8, this means that a Receiver Fl is required to make
funds available as soon as is practicable and no more than a few seconds after receipt of an advice, with one
exception (see Understanding Accept Without Posting below). The Federal Reserve Banks will not prescribe how
Fls should make the funds available to their customers from an operational standpoint. A participant Fl could
meet the availability standard, for example, by memo-posting (where the funds are not yet posted but the
funds are included in the customers’ balance] or by opting to post the funds to a customer account directly, so
long as the funds are available for their customer to use.

Identifying the Recipient
Inside the payment messages (ISO® 20022 messages: pacs.008, pacs.004, pacs.009), the recipient is expected

to be identified by name, account number and Fl via the routing transit number (RTN] of the Receiver FI.

(See the FedNow Service IS0 20022 specifications for further details on how each party is identified in

a message.)



https://login.swift.com/swift/login/login.html

Responding to Payment Messages
Once the Receiver Fl receives a customer credit transfer message (pacs.008) or payment return (pacs.004), it
is required to submit one of these responses by sending a payment status (pacs.002):

1. Accept [ACTC): The Receiver Fl can indicate it intends to accept the payment message by responding
with the code "ACTC” to a customer credit transfer (pacs.008) or payment return (pacs.004). Following
receipt of an accept response, the FedNow Service settles the funds in the respective master accounts
of the Sender Fl and Receiver Fl and delivers a payment status report (pacs.002) to each of the Fls. An
acknowledgement is sent to the Sender Fl and an advice of credit is sent to the Receiver FI. Payment
by the Federal Reserve Banks to the Receiver Fl is final at the earlier of time of settlement or the time
that advice is provided to the Receiver FI.

Upon receipt of the advice from the FedNow Service, the Receiver Fl is required to make funds
available immediately to the recipient’s account and should provide immediate notice to the recipient.
Immediate funds availability is required by participants of the FedNow Service on a 24x7x365 basis.

The FedNow Service communicates an acknowledgement of settlement to the Sender Fl using the
code "ACSC” which stands for “accepted settlement complete.” If the Receiver Fl does not receive an
advice or rejection notice from the FedNow Service for a message to which it responded with "ACTC,”
it should submit a Request for Payment Status (pacs.028). It is recommended to wait 25 seconds from
the message start of clock before sending the inquiry to provide time for the FedNow Service to finish
processing and deliver the applicable messages. (See Understanding the Payment Timeout Clock for
more details).

2. Reject (RJCT): If the Receiver Fl does not accept the payment message — for example, it cannot
confirm it maintains an account for the recipient — it sends a reject response (with code “RJCT")
in the pacs.002 to the FedNow Service. Following receipt of a reject response, the Federal Reserve
Banks reject the payment message and notify (pacs.002) the Sender Fl and Receiver Fl. The Federal
Reserve Banks do not settle rejected messages.

3. Accept Without Posting [ACWP): If the Receiver Fl has reasonable cause to believe that the recipient
is not permitted or entitled to receive a payment, the recipient’s bank may notify its Federal Reserve
Bank that it requires additional time to determine whether to accept payment using the code "ACWP”
(see Understanding Accept Without Posting below for details). Following receipt of an ACWP response,
the FedNow Service settles the transaction and send an advice/acknowledgement to its respective
Fls. The Federal Reserve Banks' Operating Circular 8 and FedNow Service Operating Procedures also
establish requirements and expectations for participants if a Receiver Fl delivers an ACWP response,
as described on the next page.




Understanding Accept Without Posting (ACWP)

What might trigger an ACWP response?

ACWP is a response option that a Receiver FI may
use when there is reasonable cause to believe
that the recipient is not entitled or permitted to
receive payment. For example, if the Receiver Fl
has reasonable cause to believe that making funds

available to the recipient may violate applicable U.S.

sanctions, the Receiver FI may notify its Federal
Reserve Bank that it requires additional time to
determine whether to accept the payment order,
including to investigate if the recipient is subject

to applicable sanctions. As an additional example,
if the Receiver Fl has reasonable cause to believe
that a particular payment order may be related to
fraudulent activity, the Receiver FI may notify its
Federal Reserve Bank that it requires additional
time to determine whether to accept the payment
order, including to investigate the suspected
fraudulent activity. In both examples, in the event the
Receiver Fl gives such notice, the Receiver Fl would
not be deemed to have accepted the payment order at
the time it receives payment from its Federal Reserve
Bank.

How ACWP works

Once an ACWP response has been sent, the
FedNow Service continues to process the message.
The FedNow Service settles the transaction and
communicates the ACWP status by sending an
acknowledgement to the Sender Fl and an advice
message to the Receiver Fl. However, the Receiver
Flis not required to post funds to its customer’s
account immediately after receiving an advice
through the service. Instead, if the Receiver FI
accepts after completing its investigation, it is
required to make funds available to its customer
immediately after it determines that the recipient is
entitled and permitted to receive the payment.

The Federal Reserve Banks are not able to cancel
payment messages confirmed by the Receiver Fl with
an ACWP response because they settle and execute
those messages in real time. The Sender

Flis able to request a return from the Receiver Fl
and, depending on the timing and other factors

and circumstances, the Receiver FI may be able to
cancel the payment message or otherwise initiate

a return. Even then, the Receiver Fl likely needs to
resolve the issue that caused it to hold the payment
before processing the return and it may need to seek
authorization from its customer.

FedNow Receiver FI process:

A. Investigation

The Receiver Fl is required to complete its
investigation and act on the payment message as
soon as possible — no later than midnight Eastern
Standard Time of the next business day that is not

a weekend day or holiday, unless at that time the
Receiver Fl continues to have concerns that accepting
the payment and making funds available would be
impermissible under applicable law.

B. Payment Status Update

At the time of the deadline, the Receiver FI must
provide a payment status update (pacs.002) to the
Sender Fl in all cases. The status update options are
either “final” or “pending”:

* Final status

0 Posted - The Receiver Fl accepted the
payment order and posted funds to its
customer’s account.

o Blocked - The Receiver Fl blocked the payment
order (i.e., the funds are held by the Receiver
Fl pursuant to applicable law; funds are not
posted to the receiver nor returned to the
sender).

0 Rejected - The Receiver Fl rejected the
payment order (or it has been canceled by
operation of law) and will send a return
payment to the Sender FI.

Note: The Receiver Fl may process a return
payment related to a payment order it
rejected through the FedNow Service or use
another channel.




* Pending status - The transaction requires further
investigation. After the midnight deadline, the
Receiver FI may only use this status if it continues
to be concerned that the recipient is not entitled
or permitted to receive payment. In this case,

the Receiver Fl is also required to provide a

final status once the investigation is complete
and to respond to any status update requests
(pacs.028) submitted by the Sender FI. A Sender
FI may send a payment status request message
to the Receiver Fl when a payment order has a
“pending” status and the Receiver Fl is expected
to provide an update.

of the payment, unless the Receiver Fl is legally
prohibited from doing so.

o If the Receiver Fl is enabled to send credit
transfers through the FedNow Service, such
refund may be made by initiating a return
of funds. This message should reference
the original FedNow payment message in
accordance with FedNow Service Technical
Specifications.

o If the Receiver Fl is not able to send customer
payments through the FedNow Service, such
refund may be made by sending a payment
through another payment mechanism.
Refunded payments through other channels

C. Final Determination

The Receiver Fl takes the following steps once
a final determination is made on whether it will
accept the payment.

should reference the original payment
message |ID number in the return payment.

¢ Funds Not Made Available and Not Refunded - If
the Receiver Fl determines not to make funds
¢ Funds Made Available - If the Receiver Fl

determines it will accept the payment and make
funds available to the recipient, then the Receiver
FI must do so and should send a confirmation of
posting message through the FedNow Service to
the Sender Fl indicating that funds are available
to the recipient.

available to the recipient and is legally prohibited
from refunding the payment, the Receiver Fl

must inform the Sender Fl that the amount of the
payment order has been blocked under applicable
law. This is communicated via the “blocked”

final message status (pacs.002) described on the
previous page.

* Funds Not Made Available - If the Receiver Fl
determines it will not accept the payment order
and accordingly will not make funds available,
the Receiver FI must promptly refund the amount

FedNow participants should consult their legal counsel
for more information regarding Regulation J, other
applicable laws and terms governing the FedNow Service.

Notifying Your Customers

Consistent communication is essential for an optimal customer experience with instant payments. The
Receiver Fl should notify the recipient that the funds are available. The Sender Fl should also notify the sender
that the transfer was successfully processed.

The Federal Reserve Banks strongly encourage Receiver Fls to use a “Confirmation of Posting” status for
optimal customer experience, which increases transparency and potentially reduces customer inquiries
regarding status of transactions. Where it receives a confirmation of posting status, the Sender Fl should also
communicate the confirmation of posting to the sender.

Fls are responsible for establishing their own disclosure requirements in compliance with applicable law. As
noted above, the Federal Reserve Banks do not prescribe how Fls provide notice to their customers; however, it
is best practice for Fls to establish an approach that results in consistent and immediate communication to
their customers across the channels and access points that their customers have enabled (e.g., online banking,
mobile banking, branch tellers, call center, interactive voice response (IVR), etc.).

Back to Top
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Due to the around-the-clock nature of payments processed and settled through the FedNow Service, the
Federal Reserve Banks have established availability requirements for participating financial institutions (Fls)
and their service providers.

Participants and their service providers are expected to be capable of sending or receiving messages

as close to the service’'s 24x7x365 operational availability as possible. As Fls begin their instant payments
journey, the Federal Reserve Banks understand that planned and unplanned maintenance windows will occur
for Fls, which may result in the need to sign off from the service for a period of time.

This topic goes into more detail about each of these expectations and the processes that the service has in
place around them, including:

« Striving for continuous availability

- Handling availability interruptions

+ How the FedNow Service communicates changes in routing transit number (RTN) availability
« Requesting lists of active RTNs

Striving for Continuous Availability

Using the FedNow Service may require participants to make changes to current operations and support
structures to achieve continuous availability. The Federal Reserve Banks encourage Fls to review their internal
and third-party systems to verify that they are prepared for the continuous availability required — or are as
close as possible.

As Fls and their service providers work to support continuous availability, the Federal Reserve Banks work
together with the industry to manage acceptable downtime of participants, while balancing a network that

is available for end customers to send and receive money. Over time, it is expected that Fls increase their
availability to the service, reducing the need to go offline for maintenance and other reasons. As expectations
evolve over time, the Federal Reserve Banks will communicate changes to give participants and service
providers time to prepare.

Participants or their service providers, if applicable, need to ensure that they establish appropriate monitoring
and alerting capabilities to resolve issues that may arise. Participating Fls and their service providers are
required to take appropriate steps and notify the Federal Reserve Banks in the event of any planned or
unplanned downtime.




When Disruptions Happen
During maintenance or other disruptions, participants are expected to sign off from receiving credit transfer
messages from the FedNow Service.

A participating Fl is able to request to sign off, or sign on to, the FedNow Service by using ISO® message admi.004,
by using the FedNow interface via FedLine® Solutions. Participants and service providers are able to identify
each RTN impacted, and with respect to service providers, the message may cover all participants’ profiles
associated with that service provider. The FedNow Service will respond to the request and confirm the status.

While the receiver’s RTN is offline, the FedNow Service rejects payment messages (ISO messages pacs.008
and pacs.OOA] sent to the RTN. However, while the status of an RTN is set to signed off, the FedNow Service
continues to send all other service messages to the relevant queue for the Fl to retrieve. Participants may
still initiate messages to the FedNow Service while signed off from receiving credit transfer messages. The
Sender Flis responsible for screening all payments according to its internal processes and requirements.

Participants and service providers are responsible for managing and monitoring their connection and queues
and taking action should there be any issues. For a more detailed discussion of ISO 20022 messages, refer to
the 1SO Overview topic.

Communicating Changes in RTN Availability

The FedNow Service sends a broadcast message (admi.004) to all participants communicating changes in
availability for each impacted RTN. Such changes may involve RTNs going offline or coming online. This
information is also available via the FedNow interface.

Sender Fls should check outbound messages against the list of offline RTNs prior to submitting a message to
the system. The FedNow Service confirms that a Receiver Fl is available to receive credit transfer messages
as part of its validation in step 3 of the payment flow (see the Customer Payment Flow topic for details). If the
Receiver FI's RTN is signed off, the service rejects transactions and notifies the Sender Fl using the status
message (pacs.002).

List of FedNow Service-enabled RTNs

FedNow Service participants can request a complete list of RTNs with indicators of enabled participation type
(receive customer credit transfers, send and receive credit transfers or receive requests for payment) via the
FedNow interface or receive at the end of day via ISO message admi.998. To learn more about the flexibility that
the service offers for enabling specific roles and capabilities, refer to the Participation Types topic.

Ensuring Proper Preparedness

With the FedNow Service processing and settling payments in near real time, continuous availability is
essential for participating Fls. Participants are expected to operate 24x7, however if unexpected situations
arise that require a participant to be offline, the FedNow Service provides capabilities that allow clear
communication between the participant and the service.

Back to Top
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Reporting and Reconcilement

Because the FedNow Service processes payments 24x7x365, the Federal Reserve Banks have given careful
consideration to defining the timing of end-of-cycle activities for accounting purposes. As participating
financial institutions (Fls] determine their internal procedures to accommodate FedNow activity, they can
choose from account reconciliation options and a report schedule that best suits their needs.

This section offers an overview of how the FedNow Service provides reports that allow Fls to conduct
reconcilement functions.

Key takeaways include:

» The FedNow Service’'s cycle day (i.e., its funds transfer business day) is generally 7 p.m. to 7 p.m. ET the
next day, every day of the week
» Participating Fls can use real-time advices/acknowledgements and notifications of debits/credits to
support real-time reconcilement functions
» FedNow reports include:
» Activity Totals reports by routing transit numbers (RTNs), available for intra-day, end-of-day and
historical reporting
» Activity Details report by RTN provides transaction level details, available for end-of-day and
historical reporting
» On-demand Account Balance reports by routing transit numbers
» The Federal Reserve Banks have revised standard accounting reports to include FedNow activity and
generate these reports seven days a week
» Daily Statement of Account - summary level
» Financial Institution Reconcilement Data (FIRD] - detail level
» Statement of Account in Spreadsheet Format (SASF) - detail level

» FedNow Service historical reports can be obtained for the previous 90 cycle days

Defined Cycle Dates

The FedNow Service processes payments around the clock, every day of the year. However, for accounting

and reporting purposes, the FedNow cycle date differs from the calendar date for a period of time (from close
until midnight) because it aligns with the Fedwire® Funds Service business day, which generally has a closing

time of 7:00:59 p.m. ET. If the Fedwire Funds Service business day is extended, the FedNow cycle date extends
along with it. For consistency, the FedNow Service aligns to the same time frame for weekends and holidays.




Cycling Forward
The FedNow Service continues to process and settle messages in real time as it rolls over to the next cycle date.

Upon rolling, the FedNow Service processes payments and other messages on the new cycle date even though
that date differs from the calendar date until midnight ET. For example, a payment that is received
on June 1 at 7:00:55 p.m. and settles on June 1 at 7:01:00 p.m. ET, would have a cycle date of June 2.

The FedNow Service assigns the applicable cycle date to the transaction includes it in the advice
of settlement message (ISO® message pacs.002) and notifications (ISO message camt.054). See the
Customer Payment Flow topic for more details.

The FedNow Service also sends a daily broadcast message to participants advising them of the change in
cycle date (ISO message admi.004). This broadcast message creates awareness for participants and their
service providers on those relatively rare instances when the closing time might be extended.

Understanding FedNow cycle dates
All times are based on a typical day, but subject to change if the cycle date is extended.

The FedNow Service Processes and Settles Messages 24x7x365

Calendar Date: June 1 Calendar Date: June 2
7 p.m. : 8p.m. 7 p.m. i 8p.m.
Fedwire : EOD accounting Eotrine : EOD accounting
closes i cycle ends* closes i cycle ends*
Cycle Date: June 1 Cycle Date: June 2 Cycle Date: June 3
FedNow Reconcilement FedNow Reconcilement
Reports for activities Reports for activities
settled on cycle date settled on cycle date
June 1 June 2
Accounting Reconcilement Accounting
Reports, including Reconcilement
Statement of Account, Reports, including
FIRD and SASF for cycle Statement of
date June 1 Account, FIRD and
SASF for cycle
date June 2

*FedNow participants can retrieve Account Balances at any time. At the start of a new cycle
date, if the final balance has not been calculated, the provisional balance will be provided.

Note: Participants have the ability to view Account Balances via AMI or FedNow Service.

Back to Top




Reports and Statements
The Federal Reserve Banks provide a variety of report options to participating Fls and their service providers
to support reconcilement and general ledger posting functions.

The FedNow Service provides reports of payments and non-value messages (such as request for payment,
request for information, request for return of funds) sent or received by participating Fls.

The Federal Reserve Banks’ standard accounting reports such as Daily Statement of Account, FIRD and SASF
have been revised to include FedNow activity and are provided seven days a week. Participating Fls need to
determine how frequently they will perform their reconcilement functions.

As part of the FedNow onboarding process, organizations determine initial settings for reports to ensure
these are appropriately enabled. These configurations may be updated as needed.




FedNow-specific reports and information

While settlement only occurs within master accounts, any FedNow-enabled RTN may be identified within
payment messages. The FedNow Service provides reports containing information about service activities
for all RTNs included within payment messages and non-value messages. These include transactions at the
master/primary RTN, subaccount RTN and other secondary RTN levels. Correspondents can receive reports
for their respondents’ RTNs. These reports are distinct from reports and statements that other Federal
Reserve applications (e.g., AMI balance inquiries) generate.

Activity Totals and Details reports are available on demand or are automatically provided end of day if desired.
The current approach allows detailed reports to be requested at any time for a previous cycle date. The Totals
report can be requested for prior cycle dates as well as for current cycle date. For current cycle date reports, it
shows current up to the last minute of processing. The FedNow reports are accessible using ISO® messaging
(request is camt.060 and returned report is camt.052) or the FedNow interface via FedLine® Solutions.

The Activity Totals and Activity Details reports offer 90 days of historical available content.

Access to reports

FedNow Service reports are available either via ISO messaging or downloaded via the FedNow interface. To
access the reports via ISO messaging or in the FedNow interface, the participant must connect directly to the
FedNow Service using a FedLine Solutions connection (i.e.., FedLine Direct or FedLine Advantage). Otherwise,
the Fl will need to work with their third-party service provider to receive the reports or access the FedNow
user interface to generate reports on demand. If the participant does not have FedLine Direct or FedLine
Advantage, then they cannot directly obtain FedNow Service reports. For more information on FedLine
connectivity options, please review the FedNow Service Guide to FedLine Connectivity.

Federal Reserve-generated reports [e.g., Daily Statement of Account, FIRD or SASF data files, or account balance)
are available via AMI, which is available to Fls with a FedLine Web or FedLine Advantage connection. The FIRD
and SASF data files are available to master account holders and include respondent activity for correspondents.
More information about each report can be found in the table on page 53.

Activity Totals report

The Activity Totals report contains the FedNow Service summary at the RTN level for payments and non-value
messages. By default, this is automatically sent at the end of each cycle date via ISO messaging (camt.052).
The example shown below shows the details within this report:

ACTIVITY TOTALS REPORT

Credit Transfers [pacs.008/009) and Returns (pacs.004)

‘ Total Amount of Successful Debit Transactions ‘ Total Amount of Successful Credit Transactions ‘
‘ Total Number of Successful Debit Transactions ‘ Total Number of Successful Credit Transactions ‘
‘ Total Number of Debit Transactions Rejected ‘ Total Number of Credit Transactions Rejected ‘

Non-Value Messages: Request for Payment, Request RFP Cancellation, Request for Information,
Request for Returns

‘ Total # of Non-Value Messages Received ‘ Total # of Non-Value Messages Sent ‘




Activity Details report

The Activity Details report lists individual FedNow Service transactions and non-value messages. For a full
list of content, please see the FedNow I1SO 20022 Implementation Guide on the MyStandards® site. Selected
content for this report is as follows:

ACTIVITY DETAILS REPORT

Account

Routing number used to determine information in the report

Total Credit Entries

Specifies the total number and sum of successfully processed value
messages received by the participant

Total Debit Entries

Specifies the total number and sum of successfully processed value
messages sent by the participant

Transaction Code

Total Entries Per Bank

Specifies the total number of non-value messages sent by participant,
non-value messages received by participant, value messages received
from participant that were rejected, value messages sent by participant but
rejected by the FedNow Service?

Message Ildentification

Unigque message identification assigned by the FedNow Sender

Message Name
Identification

The IS0 20022 business message identifier (e.g., pacs.008, pacs.004,
pain.014, etc.)

Message Create Date/Time

The calendar date and time the message was created (ET)

Acceptance Date/Time

Calendar date and time (ET) when the FedNow Service settled the funds-
transfer transaction (only present for successfully processed value messages)

Creation Date Time

The FedNow Service funds-transfer business date (time will be defaulted to
00:00:00)

Sender RTN The RTN of the account who FedNow Service debited
Receiver RTN The RTN of the account who FedNow Service credited

The transaction dollar amount. For non-value messages, the amount will
Amount

be set to zero.

Bank Transaction Code

Code indicating type and processing status of message.

2Total Entries Per Bank Transaction Code will appear four times in an account activity details report (AADR) and will not be present in a
correspondent account activity details report (CADR).



https://login.swift.com/swift/login/login.html

Correspondent reports

Correspondents with a FedNow participant profile may receive account balance reports (camt.052) on
demand and can automatically receive end-of-day correspondent activity totals and activity details reports, if
enabled. Correspondents may choose to establish a settlement-only participant profile for the sole purpose
of accessing these reports. Correspondents that do not have a participant profile or are not connected to

the FedNow Service only receive reports related to the FedNow Service activity of their respondent(s) via
accounting reports.

The correspondent totals report provides the value messages successfully settled in the correspondent’s
account, subtotaled by each respondent RTN. A correspondent details report provides the same message
level detail as the activity details report above, except it only includes value messages that were successfully
settled in the correspondent’s account. For the correspondent details report, individual reports are provided
for each respondent RTN.

Messages supporting near real-time reconciliation

To support near real-time reconcilement functions, the FedNow Service provides real-time settlement
messages to Sender and Receiver Fls [pacs.002). Correspondents who have a FedNow participation type for
settlement services may enable real-time receipt of notifications of a debit or credit (camt.054) for respondent
activity in their master accounts.

Standard reports updated with FedNow information

The Federal Reserve Banks generate end-of-day accounting statements and include FedNow Service detail
activity for master and subaccount RTNs in the FIRD file (an end-of-day report). To help automate reconcilement
functions, a FIRD file is provided in a machine-readable format and is also available through AMI. With the AMI
application, FIs can get a Daily Statement of Account in PDF format or in spreadsheet format using SASF.

Balance inquiries available from the FedNow Service and AMI

Access to 24x7x365 intra-day credit supports the smooth functioning of the FedNow Service. Accordingly, access

to intra-day credit is provided for participants under the same terms and conditions as are available for other
Federal Reserve Services. FedNow participants are expected to manage their master account in compliance with
the Federal Reserve policies, including the Payment System Risk Policy on intra-day and overnight credit.

Master account balance inquiries may be requested through the FedNow Service using ISO 20022 messages
(request is camt.060 and returned report is camt.052) or can be accessed through the FedNow interface.

The AMI application, available via FedLine Web®/FedLine Advantage®Solutions, may also be used to view
real-time account balance information.




Summary of Reports
Below are summary tables of available reports and messages to support reconciliation for real-time

payments for each FedLine Connection type.

FedLine Direct Customers
Real- Near Historical OE::
Report title Source Format Description time | real-time | on-demand push}l
push pull pull pull
FedNow Service summary
.. ISO, XML, totals of value and non-value
Activity Totals FedNow CSV. PDF messages at the o o L
RTN level.
Lists individual FedNow
Activity Details FedNow ISO, XML Service value and L o
non-value messages.
Advice/ Real-time settlement
Acknowledgement
(pacs.002) messages sent by the
: FedNow Service to Sender
ipe _a FedNow ISO and Receiver Fls. Real-time o
Notification of . . L
. . debit or credit notifications
Debit/Credit .
. for respondent activity sent
GRS to correspondents
(camt.054) P ’
Account N ISO, Information for RTN account
Balance AMI CSv, balance at the Federal o
PDF Reserve Banks.
. FedNow Service summary
Daily Statement AMI PDF totals by RTN will be °
of Account .
included.
FedNow Service summary
FIRD - totals by transaction code
AMI Machine and RTN will be included
Data File: FIRD FLD by default. Individual @
readable . .
transaction detail can be
viewed by subscription (for
master account holders only)
FedNow Service summary
totals by transaction code
SASF- | % et Indidal
Data File: SASF AMI spreadsheet y aetaut. ndt @
transaction detail can be
format . o
viewed by subscription.
(for master account
holders only)
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Report title

Activity Totals

Activity Details

Advice/
Acknowledgement
(pacs.002)

Notification of
Debit/Credit
Available
(camt.054)

Account
Balance

Daily Statement
of Account

Data File: FIRD

Data File: SASF

FedLine Advantage Customers

. . End
Real- Historical
.. . Near real- of day
Source Format Description time . on-demand
time pull push/
push pull
pull
FedNow Service summary
FedNow | ISO, XML, CSV, | totals of value and non-value L ] L ] L ]
PDF messages at the RTN level.
Lists individual FedNow
FedNow ISO, XML Service value and @ ®
non-value messages.
Real-time settlement
messages sent by the
FedNow Service to Sender
FedNow ISO and Receiver Fls. Real-time ®
debit or credit notifications
for respondent activity sent
to correspondents.
B 150, Information for RTN
AMI CSV. PDF account balance at the ®
' Federal Reserve Banks.
FedNow Service summary
AM]| PDF totals by RTN will be ® o
included.
FedNow Service summary
FIRD - totals by trgnsaction code
Machine and RTN will be _mlcluded
AM| by default. Individual ® ®
readable . .
transaction detail can be
viewed by subscription (for
master account holders only)
FedNow Service summary
totals by transaction code
SASF - and RTN will be included
AMI spreadsheet by default. Individual ® o
format transaction detail can be
viewed by subscription. (for
master account holders only)




FedLine Command Customers

End

Real- Near Historical
of day

Report title Source Format Description time | real-time | on-demand push/

push pull pull pull

FedNow Service summary

Daily Statement - [SuyeVy PDF totals by RTN will be ° °
of Account :
included.

FedNow Service summary
totals by transaction code

AMI FIRD - and RTN will be included
Data File: FIRD Machine by default. Individual ® ®
FLC . .
readable transaction detail can be
viewed by subscription (for
master account holders only]
FedNow Service summary
totals by transaction code
spse | IRl bl
Data File: SASF AM]| spreadsheet y defauit. Indi ® ®
format transaction detail can be

viewed by subscription.
(for master account
holders only)

FedLine Web Customers

The FedLine Web package does not offer FedNow reports. There is an additional offering, called FedLine Web
plus, that includes AMI and offers the data files (FIRD and SASF) a la carte for an additional fee.

More information on FedNow reports can be provided by an FRFS relationship manager upon

request.
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Managing Liquidity in an
Instant Payments World

Because the FedNow Service processes and settles payments individually and continuously on a 24x7x365
basis, participating financial institutions (Fls) need adequate funds or available credit (liquidity] in their
accounts at all times.

The FedNow Service enables Fls to transfer funds to each other to support instant payment liquidity needs.
The Federal Reserve Banks anticipate implementing specific controls for liquidity transfers.

This section covers key information about liquidity management transfers including:

* Liquidity expectations

* How liquidity management transfers work

¢ Controls for liquidity management transfers

» Configuring liquidity management transfer capabilities
* Other considerations for managing liquidity

Liquidity Expectations
There are a few key points to keep in mind when thinking about liquidity management and the FedNow Service:
o FedNow participants or their correspondents are expected to maintain balances in their master accounts

to settle FedNow transactions, consistent with the Federal Reserve’s Policy on Payment System Risk.
+ Participants should not expect the FedNow Service to reject payments based on a participant’s

insufficient balance or overdraft capacity, even if the Federal Reserve Banks do so for other services.
However, standard intra-day and overnight overdraft fees apply.

» The Federal Reserve Banks do not intend to open the Discount Window outside of standard hours. During
its business day, the Federal Reserve Banks provide intra-day credit to FedNow participants under the
same terms and conditions as its other services.




How FedNow Liquidity Management Transfers Work
The following is a step-by-step look at how Fls transfer liquidity to one another using FedNow
liquidity management transfers (LMT).

Acknowledgement Advice of credit

Validate (@4

FedNow
Service

Reserve Banks ———
Receiver FI

Initiate

Sender FI

Debit Credit

Step 1: The Sender Fl initiates a liquidity transfer through a FedLine® Solutions channel and
sends a payment message (ISO® message pacs.009) to the FedNow Service.

Step 2: The FedNow Service validates the payment message — for example, by verifying the
message meets format specifications.

Step 3: The FedNow Service debits and credits the designated master accounts of the Sender and
Receiver FIs. Note: The FedNow Service does not seek confirmation from the Receiver FI — as

it does with customer credit transfers — before settling the liquidity management transfers and
delivering an advice of credit to the Receiver Fl. For Fls using a correspondent for settlement, the
debit or credit settles in the correspondent’s master account.

Step 4: The FedNow Service sends an advice of credit to the Receiver Fl and sends an
acknowledgement to notify the Sender FI that the settlement is complete.

Liquidity management transfers are subject to the same 20-second (or less) payment
timeout clock as standard customer transfers received by the FedNow Service.

For more information on how the payment timeout process works, refer to the
Understanding the Payment Timeout Clock topic.




FedNow Service Controls on Liquidity Management Transfers
The Federal Reserve has specific controls for liquidity management transfers (pacs.009), such as:

* Hours of availability: 7 p.m. to 7 a.m. ET on weekdays and 24 hours per day on weekends and holidays.

* Per-transaction value limit: LMT per-transaction value limit is available in the Operating Procedures.
Financial institutions can set their send limit lower if preferred.

* Cumulative daily value limit: The cumulative daily send limit for each Fl is available in the Operating
Procedures.

FedNow participants can route liquidity transfers using master account/primary routing transit numbers
(RTNs), subaccount RTNs or other secondary RTNs, as long as they are enabled in the FedNow Service.

FedNow participants can disable sending or receiving liquidity transfers within the customer profile. The
FedNow Service rejects liquidity transfers that include either a Sender Fl or Receiver Fl who is disabled for
the service.

Configuring FedNow Liquidity Management Transfer Capabilities

FedNow participants that are set up to send or receive customer payments (ISO messages pacs.008 and
pacs.004) are automatically enabled to send and receive liquidity management transfers (pacs.009). If they
wish, participants can opt out of either sending or receiving liquidity management transfers.

Fls are also able to choose to participate in the FedNow Service for the sole purpose of supporting FedNow
liquidity management transfers. For example, Fls are able to separately enable and transfer funds to
support certain payment system interbank liquidity needs as a stand-alone service without enabling other
capabilities within the FedNow Service.

Please refer to the Participation Types topic to learn more about these participant configuration options. For
more information about liquidity management, please refer to the Guide to Liquidity Management Transfers.

Supporting Correspondents/Respondents

A FedNow participant that uses a correspondent to settle FedNow activity is allowed to
receive liquidity transfers. In this case, liquidity management transfer messages (pacs.009)
are posted to the designated correspondent’s master account. Establishing net send
limits for each respondent may help correspondents manage liquidity respective to
FedNow activity.

p

ualﬁ

Supporting Participants in Other Instant Payment Services Backed by a Joint Account
Fls who participate in a private-sector instant payment service backed by a joint account

@ maintained by the Federal Reserve Banks can use the FedNow Service for sending and
receiving transfers to and from a master account and the joint account.

The joint account agent needs to enable the liquidity management transfers feature of the FedNow Service to
send, receive and settle liquidity management transfer messages sent through the FedNow Service.

Fls in the private-sector service need to enable their master accounts to send and receive FedNow liquidity
management transfers in the FedNow profile.

Back to Top
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Managing Fraud Risk

As with any type of payment, the potential for fraud exists with instant payments. It's important for
financial institutions and others in the FedNow Service ecosystem to work together to combat fraud.

Financial institutions (Fls) are the first line of defense against instant payment-related fraud. As
they prepare for the FedNow Service, participating institutions will want to evaluate their own fraud
management approach and consider taking steps to help protect themselves and their customers.

To support and complement Fls’ own fraud mitigation efforts, the FedNow Service offers fraud management
capabilities and enables features to help protect against threats. Future releases of the service will add
even more capabilities.

The following capabilities are available to participating financial institutions of the FedNow Service.

Network-level transaction limits
The maximum amount per transaction an Fl can send over the FedNow
network. (Amount set by the Federal Reserve.

Participant-level transaction limit
Participants can set a lower transaction limit for credit transfers
they initiate based on their organization’s risk policies.

Participant-defined negative lists
Financial institutions may specify suspicious accounts their organizations
can’t send to or receive from.




PARTICIPANT REPORTING AND NOTIFICATION OF FRAUD

When FedNow participants have reason to suspect a
transaction is fraudulent through their own investigation,
they are required to report it to the FedNow Service. The
fraud reporting capabilities provided by the FedNow
Service enable Fls to report fraud as soon as they have
reason to suspect a payment is fraudulent, even if there
are fewer details available initially, to help contain and
prevent the spread of threat actors. By working together
to combat common threats, all parties can benefit from
safe and secure instant payments. Learn more in our
fraud reporting article.

Participation type
The FedNow Service offers different ways to
participate in the service so that participants can

enable the options that best match their needs and
risk profile. For example, Fls may choose to support
customer credit transfers, but elect not to support
liquidity management transfers.

FedNow participants can configure preferences and
use ISO® 20022 messages to help with their efforts to
mitigate fraud and to resolve errors.

Accept without posting

Participants may submit an “accept without
posting” status back to the originating Fl
indicating that further information is required
with respect to compliance considerations
before accepting the payment.

Request for information

Financial institutions may request that another
FedNow participant provide additional information
on a transaction or request for payment message
— for example, if the receiver Fl would like to

request further details about a sender.

Return request

Financial institutions may submit a “return
request” message to request that another
FedNow participant return the amount of a
transaction identified as fraudulent.
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YOUR ORGANIZATION IS THE FIRST LINE OF DEFENSE

Ultimately, the best defense includes multiple layers of safeguards to prevent fraud
from occurring in the first place, detect it when it happens, and mitigate the financial
and reputational impacts of fraud. In addition to understanding and considering FedNow
Service capabilities, your organization can take the following steps to strengthen your
overall fraud management strategy.

Ao UNDERSTAND the basics of instant payments and fraud
= - The speed, finality and always-on nature of instant payments can pose unique challenges
- i when it comes to fraud prevention and detection. Learn more in our Fraud and instant

/ \ payments: The basics article.

ACTIVATE your fraud management team
G ¢ + ¢ o Get your fraud management experts — whether in house or outsourced — involved in
+ (:,) . plans early. They'll need to become familiar with the implications of instant payments

. so they can evaluate your current processes, procedures and systems, and advise on an

approach for enhancing your defenses.

¢ |n this dynamic environment, it's useful to stay informed of industry best practices and
Federal Reserve Bank expectations to help ensure your programs evolve as threats and
approaches change.

* Consider how to monitor transactions 24x7x365 to help mitigate risk.

REVIEW and upgrade your systems as needed

o Look at your systems to ensure that robust account opening procedures, strong user
authentication practices at login and continual verification of user contact information
(email, mobile numbers, etc.) are in place.

o Take steps to prevent and mitigate synthetic identity fraud using detection and prevention
approaches and technologies.

e Add suspicious accounts and aliases to a watch list to block potentially fraudulent
transactions before the funds leave your institution.

e Determine what system upgrades are needed to analyze incoming transactional data in
real time, 24x7x365, to help prevent fraudulent transactions from completing.

e Systems designed to combat fraud involving payments that are cleared and settled in
batches on predictable cycles may need updates to address fraud involving payments that

clear and settle immediately.



https://explore.fednow.org/explore-the-city?id=11&building=fraud-control-tower&resource=6&role=fi_sp-eu_spe&resourceTitle=fraud-and-instant-payments
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ENLIST your customers in prevention
Educate your customers on how to identify fraud attempts and protect their personal data.
Examples include:
e Tell customers you will never ask for their login information over phone, email or text.
e Encourage strong authentication mechanisms for different accounts.
e Guide customers to enable alerts related to transactions in their accounts and educate
them on potential scams.

TALK with your vendors about tools to improve detection
o Talk with your vendors and technology partners about new approaches such as applying
real-time fraud detection capabilities and achieving a comprehensive view of transaction
patterns across all payment types.

CLASSIFY fraud to strengthen mitigation efforts
Explore the FraudClassifier™ model, which enables organizations to systematically classify
fraud involving payments.
e Enables organizations to classify fraud involving payments.
o Allows those in the payments industry to speak the same language on fraud.
e Leads to a holistic view of fraudulent events, which can help with a more strategic
approach to fraud management.

UNDERSTAND the fraud reporting requirements for the FedNow Service
¢ Review the fraud reporting capabilities provided by the FedNow Service.
e Establish an internal process to report fraud as soon as there is a reason to suspect a
payment is fraudulent.

READ our Get ready for instant payments: Fraud edition article for more information.

VISIT FedNowEXxplorer.org for more resources to help you prepare for the FedNow Service.

Back to Top
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SPOTLIGHT ON:
ADVANCING SAFE PAYMENTS

Information Security

Security is foundational to the FedNow Service and the Federal Reserve Banks have designed the service to
protect data at each step, aligning with industry best practices.

Key security measures in place.

Digital signatures
* The FedNow Service requires messages exchanged with
participants to be cryptographically signed to verify the
integrity and authenticity of messages.

Data encryption and tokenization
* Data in the FedNow Service environment is encrypted in
transit and at rest.
* Certain sensitive data is tokenized.

Authentication and authorization
* All connectivity into the FedNow Service is mutually authenticated.
* User interface via FedLine® Solutions access is protected by
multifactor authentication.
* Throughout the system, role-based access controls and
separation of duties will enforce least privilege principles.

This section provides an overview of these security measures, including:

Operating Circular compliance

Establishing physical and logical security system components
Message signing and public/private key pairs

Data encryption and authentication expectations

Information access prerequisites

Protecting the confidentiality, integrity and availability of data that the FedNow Service stores and processes

is critical. That's why the Federal Reserve Banks have designed the service with an emphasis on security and

resiliency. Data protections put in place are consistent with industry benchmarks set by organizations such as
the National Institute of Standards and Technology (NIST).
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Establishing and maintaining strong information security practices for the FedNow Service is a collaborative
effort. In addition to implementing best practices in the design and processes of the service, the Federal Reserve
Banks provide participating financial institutions (FIs) and their service providers information on security
standards and requirements.

The Federal Reserve Banks also provide participants with specific requirements related to information
security for the FedNow Service.

Operating Circular Compliance

All FedNow Service participating Fls and their service providers must comply with security obligations
generally outlined in Operating Circular 8 and Operating Circular 5. These circulars include information about
accessing Federal Reserve Financial Services and sending and receiving data.

Fls should consult their legal counsel for other applicable laws and regulations that may apply.

Participant System Security Framework

Because participants access the FedNow Service using FedLine®Solutions, they are expected to have an
information security program for physical and logical system components. As part of the FedLine Solutions
Security and Resiliency Assurance Program, participants are expected to conduct and attest to the
completion of an annual assessment of compliance with the Federal Reserve’s FedLine security requirements.

Message Signing and Key Pairs

The FedNow Service uses message signatures as one of multiple layers of security controls to help verify
the integrity and authenticity of messages sent and received through the service. Message signing occurs
point-to-point (between the FedNow Service and participants) and not end-to-end between participants. All
messages exchanged through the FedNow Service require a digital signature, which participating Fls, their
service providers or the service can generate.

Participants or their service providers are required to use public/private key pairs to support digital
message signing. During onboarding, participants receive tools and instructions on message signing,
including details on how to create and manage a key pair.

Encryption and Authentication

FedNow data is encrypted at rest within the Federal Reserve Banks and in transit, requiring participants to
manage multiple encryption keys and digital certificates. These requirements may differ based on several
factors, including the connectivity method and features being leveraged. Credentials for the service are
provisioned as part of the FedNow onboarding process.

Information Access

The FedNow Service is designing a new user interface via FedLine® Solutions for participants connecting
to the service via certain FedLine Solutions. The FedNow interface leverages the FedLine Solutions
authentication process to enable a consistent user experience.

Back to Top
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ISO® 20022
Messages Overview

The FedNow Service uses the internationally accepted Additional Resources on MyStandards®
messaging standard for the financial industry, ISO

20022, which provides a common language for
participants of global systems and networks to
communicate with each other. This messaging format
enables rich data exchanges, automated end-to-end
processing and can help facilitate interoperability with
other instant payment services. These messages
help create a strong foundation for future growth and
innovation around the FedNow Service.

The MyStandards platform houses current
ISO 20022 message specifications, an
implementation guide and message flows for
the FedNow Service.

The FedNow ISO 20022 Readiness Portal on
MyStandards offers a place to test compliance
of messages.

It's easy to set up a free account and available

to anyone who registers. A step-by-step guide
is available to help you access MyStandards.

This document describes the ISO 20022 messages the
FedNow Service uses.

Quick Guide to 1ISO 20022 Messages Supported by the FedNow Service

Customer Credit Transfers

pacs.008 - Customer Credit | Sender financial institution (FI) initiates it to instruct a customer credit
Transfer transfer (i.e., send a payment order).

Used by the FedNow Service' and participant Fls to indicate the processing
status of a previously sent customer credit transfer message or payment
return message (e.g., accepted or rejected) and used by the FedNow Service
to send advices of credit and acknowledgments in connection with payment
orders the Federal Reserve Banks have settled. Either the FedNow Service
or the participant Fl may send this in response to a pacs.028 payment status
request regarding a credit transfer.

pacs.002 - Payment Status
Report

Sender Fl or Receiver Fl requests the processing status of a previously sent
credit transfer or request for payment message (pacs.008, pacs.004, pacs.009,
pain.013).

Liquidity Management Transfers

pacs.009 - Financial Instructs payment between Fls in support of instant payment liquidity needs.
Institution Credit Transfer Also serves as advice of credit to the Receiver Fl.

pacs.028 - Payment Status
Request

"In this document references to the FedNow Service sending or receiving messages are references to the Federal Reserve Banks sending
or receiving those message through the FedNow Service.



https://login.swift.com/swift/login/login.html
https://login.swift.com/swift/login/login.html
https://www.frbservices.org/binaries/content/assets/crsocms/financial-services/fednow/instant-payments-education/how-to-gain-access-to-mystandards.pdf

Payment Returns

camt.056 - Return Request

Sender Fl requests a refund of a previously sent credit transfer.

camt.029 - Return Request
Response

Receiver Fl response to a return request.

pacs.004 - Payment Return

Requests for Payment

pain.013 - Request for
Payment (RFP)

Used by Receiver Fl when initiating a credit transfer to return funds associated
with a previously sent credit transfer.

End customer or Fl initiates a request for funds from another party.

pain.014 - RFP Response

Receiver Fl response to an RFP or to a payment status request (pacs.028) on
an RFP. This is a non-value message, not a credit transfer message.

camt.055 - RFP Cancellation
Request

Sender Fl, on behalf of itself or its customer, requests to cancel a previously
sent RFP message.

camt.029 - RFP Cancellation
Request Response

Information Requests

camt.026 - Information
Request

Receiver Fl response to an RFP cancellation request.

Participant requests information on a previously received customer credit
transfer or RFP.

camt.029 - /Information
Request Response

Sender Fl response to an information request.

camt.028 - Additional
Payment Information

Account Reporting

camt.060 - Account
Reporting Request

Sender FI (or their end customer who initiated the transfer or RFP) provides
additional information on a previously sent customer credit transfer or RFP.

Participants request an account balance, activity totals or activity details
report.

camt.052 - Account Balance
Report

FedNow Service provides account balance information to requesting Fl.

camt.052 - Account Activity
Totals Report

FedNow Service provides summary account activity information by RTN
to requesting Fl and/or at the end of each cycle date. Available for direct
participant or its correspondent.

camt.052 - Account Activity
Details Report

FedNow Service provides detailed account activity information to requesting Fl
and/or at the end of each cycle date, if enabled. Available for direct participant
or its correspondent.

camt.054 - Account Debit/
Credit Notification

System Messages

admi.002 - Message Reject

FedNow Service provides a correspondent, if enabled for these messages,
with a notification of respondent debit or credit entries to the correspondent’s
master account.

FedNow Service or Receiver Fl indicates a message was rejected for technical
reasons (e.g., invalid XML, exceeds allowable file size, digital signature issues).

admi.007 - Receipt
Acknowledgement

The receipt acknowledgement indicates successful processing and forwarding
by the FedNow Service or successful delivery and receipt by a Receiver Fl of a
nonvalue message exchanged between FedNow participants.

admi.004 - FedNow
Broadcast

FedNow Service network notification to participants of system events (e.g.,
cycle date changes or RTNs that are signed off of the service).




admi.004 - Participant Participant request to sign off or sign on, or to ping the service to ensure
Broadcast connectivity is working as expected.

admi.011 - FedNow System | FedNow Service response to a participant requesting to sign off or sign on
Response or ping.

Participant Fl requests a copy of previously sent or received credit transfer or

admi.006 - Retrieval Request LMT messages from the FedNow Service.

FedNow Service informs participants of RTNs enabled for capabilities
associated with customer credit transfer message, payment return message,
and/or requests for payment message.

Business Application Header

head.001 - Business Message accompanying all ISO 20022 messages sent through the FedNow
Application Header Service.

More Details on the ISO 20022 Messages

Customer Credit Transfers:

Customer Credit Transfer [pacs.008)

A customer credit transfer message is used to transfer funds between end users who maintain accounts with
FedNow Service participants or between a FedNow Service participant and an account holder at another Fl.
Please refer to the Customer Payment Flow topic for details on a standard payment flow.

admi.998 - FedNow
Participant File

Within the customer credit transfer message, optional remittance information may be provided via a short free
form text field, or detailed with designated elements, such as specific fields for invoice number, amount due,
due date and others. The FedNow Service also supports reference remittance information that has been made
available separately, e.g., including a hyperlink to a document posted on a web portal.

Payment Status Report [pacs.002)

An Fl or the FedNow Service sends a status report in response to:
« Credit transfers (pacs.008, pacs.004 or pacs.009)
+ Payment status request (pacs.028] of a credit transfer

Here are examples of when this message is used:

» The FedNow Service rejects a credit transfer due to business validation failures, such as a message that
is future-dated or exceeds the maximum amount.

» A Receiver Fl indicates it intends to accept or reject a credit transfer. In case of rejection, the pacs.002
message indicates the reason, such as an invalid or closed account.

» The FedNow Service sends an advice or acknowledgement to the Receiver Fl and Sender Fl, respectively,
after the FedNow Service settles credit transfer message (pacs.008, pacs.004), and acknowledgement to
the Sender FI for a financial institution credit transfer (pacs.009).

» The FedNow Service or FedNow participant uses the pacs.002 in response to a payment status request
(pacs.028) for a credit transfer (pacs.004, pacs.008, pacs.009). Multiple payment status report messages
may be sent regarding a single credit transfer. For example, pacs.002 messages are used when a Receiver
Flinitially responds to a request for confirmation with an “accept without post” response and then with a
final confirmation of posting to the recipient’s account, if applicable.

Please refer to the Funds Availability topic for more details on payment statuses.




Payment Status Request [pacs.028)

Once a transaction has been initiated through the FedNow Service, a payment status request message may be
used to get updates on credit transfers (pacs.004, pacs.008, pacs.009). It may also be used to get updates on a
previously sent RFP (pain.013). This request may be made of either the FedNow Service or another participant.

Examples of when a payment status request would be used:
« An Fl does not receive an acknowledgement or advice of credit from the FedNow Service.
« A FedNow Receiver Fl received a credit transfer by responding with an “accept without posting” response
and the original Sender Fl wanted an update on the status.
+ There was no response to the RFP (pain.013).

The payment status report (pacs.002) is the response to the payment status request for a credit transfer.
Similarly, a pain.014 would be used to respond to a payment status request related to an RFP (pain.013).

Payment Returns:

Return Request (camt.056)
While FedNow credit transfers are final and irrevocable, there may be situations when a Sender Fl requests
funds to be returned [e.g., in case of a duplicate or fraudulent payment].

In these situations, the Sender Fl of the credit transfer message sends a return request to the Receiver Fl to
return the funds. This request might be triggered by the customer or on the Sender FI's own behalf. The ISO
20022 message supports specific codes to indicate the reason for the return request.

Return Request Response [camt.029)

In response to the return request, the Receiver Fl of the original credit transfer message sends a return
request response message indicating whether or not they will return funds. If it decides to effect the return,
this Receiver Fl must also initiate a return of funds (pacs.004) message for the amount.

Payment Return [pacs.004)

Payment return messages are used to refund the amount of a payment previously sent. This may occur when
the Receiver Fl either cannot apply the funds from the original credit transfer or chooses to return the amount
to the Sender FI.

Liquidity Management Transfers:

Financial Institution Credit Transfer [pacs.009)

The FedNow Service offers a funds transfer mechanism to support the instant payment liquidity needs of
Fls and help them avoid shortfalls. These messages may be used to effect transfers between two FedNow
participants’ master accounts, or between a FedNow participant’s master account and a joint account held
at a Federal Reserve Bank that backs another private-sector instant payment service. Upon settlement, the
FedNow Service sends the pacs.009 to the Receiver Fl as advice of credit.

Please review the Liquidity Management topic for more information on these transfers.




Requests for Payment:
Request for Payment (pain.013)

These messages allow one party to request a payment from another, such as for bill payment or reimbursement.
These requests may include an expiry date, indicating by when the recipient must accept or reject the request
for payment (RFP). As with customer credit transfers (pacs.008), the FedNow Service supports several options for
remittance information within an RFP message, allowing senders to choose the desired level of detail.

RFP Response [pain.014)

The Receiver Fl of an RFP responds to the Sender Fl with this message to indicate the RFP was received or
accepted. It does not include all details from the original RFP; rather, it includes a reference to the original
message.

The FedNow participant uses the pain.014 to respond to a payment status (pacs.028) for a request for payment
message (pain.013).

RFP Cancellation Request [camt.055)
The Sender FI of an RFP may request that a Receiver Fl cancel an RFP (pain.013), perhaps because of a
duplicate request or an incorrect amount.

RFP Cancellation Request Response (camt.029)
In response to the RFP cancellation request (camt.055), the Receiver Fl uses this message to indicate whether
the cancellation request will be honored.

Information Requests:

Information request messages can be used to request additional details about a previously exchanged payment
or RFP message.

Information Request [camt.026)

When the Receiver Fl requires additional information from the Sender Fl regarding a previously sent payment
(pacs.008, pacs.004) or RFP (pain.013) message, it can initiate a camt.026 message to request additional
information or missing information (such as to clear an anti-money laundering investigation).

Information Request Response [camt.029)
In response to an information request (camt.026), an Fl sends this message to indicate whether additional
information is available.

Additional Payment Information [camt.028)
Where more information is to be provided in response to an information request (camt.026), an additional

payment information message is sent by a participant. The camt.028 may provide clarification, correction or
information that was missing from a previously sent payment (pacs.008, pacs.004) or RFP (pain.013). This
message is sent in addition to the information request response (camt.029).




Account Reporting:

The FedNow Service provides reports for reconciliation purposes:
 Account balances
 Account activity details
 Account activity totals
« Account debit/credit notifications (for correspondents)

Participating Fls and their service providers can get these reports by sending an account reporting request
(camt.060) or by accessing the FedNow interface via FedLine® Solutions.

Correspondent Fls which establish a FedNow Service profile can request reports for their respondents’ routing
transit numbers (RTNs), as well as real-time notifications of respondent transactions (camt.054). These
correspondent reports and notifications reflect settlement activity only.

Refer to the Reporting and Reconcilement topic for more information about reports and FedNow cycle dates.

Account Reporting Request [camt.060)
This message is used to solicit any of the FedNow Service accounting reports. The FedNow Service responds
with a camt.052 message specific to the report requested.

Account Balance Report (camt.052)

This report provides a report of a participant’s master account balance, or for reports generated at the
subaccount RTN level, a report of a subset of debit and credit transactions processed using the subaccount RTN.
It also includes summary information for the FedNow Service, Fedwire® Funds Service, Fedwire Securities
Service, National Settlement Service and prefunded ACH. Participants can request it using the camt.060 message.

Account Activity Details Report [camt.052)

The Account Activity Details report provides participants with specific information associated to each RTN for all
value and non-value messages the FedNow Service processed for a given cycle date. Participants can get this
report automatically at end of day or request it for prior cycle dates using the camt.060 message.

The correspondent activity details report provides details for settled transactions for each respondent RTN
enabled on the service, with each RTN’s activity on an individual report.

Account Activity Totals Report [camt.052)

The Account Activity Totals Report provides summary totals of messages sent and received across the
FedNow Service for a given cycle date and associated with a given RTN. Participants can receive this report
automatically at end of day or request it intra-day using the camt.060 message.

The correspondent activity totals report provides summary totals for settled transactions for each respondent’s
RTN and includes all respondents’ RTNs associated to the correspondent in a single report.

Account Debit/Credit Notification (camt.054)
Correspondent financial institutions that have a FedNow participant profile may receive real-time notifications
of debit and credit entries that settle on their master account as a result of respondent activity.




System Messages:

Both the FedNow Service and FedNow participants use system messages to communicate system or Fl
operational statuses, changes to FedNow Service parameters, or message rejections due to technical issues.

Message Reject (admi.002)
The FedNow Service or FedNow participants use this message to reject an incoming ISO 20022 message for a
technical reason (e.g., invalid XML, message signature issues).

Receipt Acknowledgement [admi.007)

In response to a non-value message, the FedNow Service sends an acknowledgement to inform the Sender

Fl that its message was successfully processed by the FedNow Service and forwarded to the Receiver FI. On
its turn the Receiver Fl sends an acknowledgement to inform the Sender Fl that its message was successfully
received. Messages for which the admi.007 is sent include payment status request (pacs.028), return request
(camt.056) and return request response (camt.029), request for payment (pain.013), request for payment
response (pain.014), RFP cancellation request (camt.055) and RFP cancellation request response (camt.029),
information request (camt.026), information request response (camt.029) and additional payment information
(camt.028) messages.

In response to industry feedback, the Federal Reserve Banks require all Send or Receive FedNow participants
to support the ability to send the admi.007 in response to non-value messages. The purpose of this is for the Fl
who sent the non-value message to have confidence the Receiver Fl received the message.

FedNow Broadcast [admi.004]

The FedNow Service uses a broadcast message to notify participants of a FedNow Service or participant event
(e.g., to advise of a participant sign-on or sign-off, a FedNow Service change to transaction limits, or to notify
that the FedNow Service has rolled over to the next cycle date).

Participant Broadcast (admi.004)

FedNow participants use this administrative message to notify the FedNow Service of a participant event [(e.g.,
sign-on or sign-off of the FedNow Service, or to check their connection status, also known as a “ping”). For
more information, please refer to the Participant Availability topic.

The FedNow Service responds to participant status request changes and connection status queries with a
FedNow System Response (admi.011).

FedNow System Response (admi.011)

The FedNow Service sends this message to a participant to acknowledge the occurrence of a participant event,
such as a participant request to sign on to or off of the FedNow Service. The FedNow Service responds to a
participant’s query regarding their connection to the FedNow Service (i.e., a ping (admi.004])).

Retrieval Request (admi.006)

A participant uses the retrieval request for the FedNow Service to send a copy of one or more credit transfer
messages (pacs.004, pacs.008, pacs.009) or non-value messages (e.g., pain.013, camt.056, etc.) the participant
previously sent or received.




FedNow Participant File (admi.998]

Each day, the FedNow Service automatically distributes to all participants and service providers a complete
list of RTNs enabled for customer credit transfer and payment return messages with indicators of each’s enabled
participation type (receive customer credit transfers, send and receive credit transfers, or receive requests for
payment). Participants may also access the list through the FedNow interface via FedLine Solutions.

Business Application Header Message:
Business Application Header (head.001)

The business application header message is required for all ISO 20022 messages sent across the FedNow
Service, whether sent by FedNow participants or by the FedNow Service application. It includes, for example,
the connection party identifier of the sender and receiver of the message, message identifier, and the message
creation Date/Timestamp.

ISO 20022 Business Areas

The Federal Reserve Banks have identified the ISO 20022 messages that are in scope for the FedNow Service.
Each message begins with four letters that identify its business area or functional domain.

BUSINESS

AREA CODE FUNCTIONAL DOMAIN USES

Payments clearing and Interbank clearing and settlement of credit transfers
pacs .

settlement (e.g., customer or FI credit transfers).

Support initiation of payments in the customer to bank space,
pain Payment initiation including relay of these messages in the interbank space, e.g.,
request for payment.

Ancillary functions for payment processing, such as
camt Cash management reconciliation or investigations (e.g., account reports,
statements or information requests).

Communication between a system and its participants (e.g.,

Xl AT network broadcasts, participant sign on or sign off).

head Business application header | The exchange of business messages between applications.

Back to Top
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Description of terms are in the context of the FedNow® Service.

FedNow® Readiness Guide

Glossary

TERM DESCRIPTION RELATED TOPIC
Payment status where the receiving financial institution
(Receiver Fl) requires additional time to determine whether it
Accept without will. accept the payn_wgnt bgcause it.has reasonaple cause to. Funds
. believe that the recipient is not entitled or permltted to receive Availabilit
P g the payment (e.g., if the recipient payment might be subject to y
U.S. sanctions). The FedNow Service will process and settle a
payment with this status.
AMI is available via FedLine Web® and FedLine Advantage®
Account Solutions and provides comprehensive Account Balance, Daylight
M Overdraft Balance and Available Funds Balance information to Reporting and
anagement

Information (AMI)

assist financial institutions (Fls) with account management and
reconcilement functions. AMI provides a variety of accounting
intra-day and end-of-day inquiry and reporting services.

Reconcilement

Acknowledgement

Notification to the sending financial institution (Sender FI) of

debit to the Sender Fl's designated master account following

settlement of a payment message the Sender Fl sent through
the service.

Payment Flow

Advice of credit

Notification to the Receiver Fl indicating that a payment
message through the FedNow Service has been processed and
settlement of a credit to the Receiver FI's designated master
account has occurred.

Payment Flow

Alias

Reference identification, such as an email address or phone
number, used to indicate an FI's customer and its related
account at an Fl.

Application
Programming
Interface (API)

A set of protocols that enable software to interact and systems
to exchange data electronically via a streamlined interface.

The exchange of information and related activities that take

Clearing place to correctly route and process payment instructions

among Fls.
Correspondent A correspondent is an Fl that has authorized a Federal Reserve Settlement,
financial institution | Bank to settle certain transactions and service fees to its master | Participation
(correspondent] account for a respondent financial institution. Types
Electronic Special purpose number designated for use as electronic

Transaction
|dentifiers (ETI)

address of organizations that are not Fls but process payment
transactions on behalf of Fls.




TERM

FedNow cycle date

DESCRIPTION

Date indicating the funds transfer business day for the FedNow
Service. This date indicates the FedNow business day on which a
payment message is processed and settled. The scheduled end

of the FedNow cycle date aligns on all calendar days with the
scheduled close of the Fedwire® Funds Service, which is currently
7 p.m. ET. (Extensions of the Fedwire Funds Service would also
extend the FedNow Service close.) The start of each cycle date
immediately follows the end of the previous cycle date, with no
disruption in processing.

RELATED TOPIC

Settlement,
Reporting and
Reconcilement

FedNow interface

User interface where participants or their service providers are

via FedLine® able to configure settings, download lists, research messages
Solutions and run reports.

FIs who have enabled one or more routing transit numbers
FedNow

participants

(RTNs) to send or receive messages or to settle transactions
over the FedNow Service.

Financial
Institution
Reconcilement
Data (FIRD]

Daily Statement of Account in a machine readable format designed
to interface with an institution’s internal accounting system to
assist with automated reconcilement and posting functions.

Reporting and
Reconcilement

Intra-day credit

Credit that is extended during the course of a business day and
is repaid by the debtor before close of business on that day.

Irrevocability

Not reversible. In the context of the FedNow Service, where
interbank settlement is final, the Sender Fl cannot cancel or
recall the payment, nor can the Federal Reserve Banks.

ISO® 20022

ISO 20022 is an ISO messaging standard for electronic data
interchange between Fls.

An account at a Federal Reserve Bank where the rights and

. liabilities are shared among multiple account holders (joint Liquidity
Joint account S S R Management
account holders], each of which is an institution that is eligible
: Transfer
to open an account with a Federal Reserve Bank.
Kev pairs A public key and a private key that are a set of security Information
yP credentials used to verify identities. Security

Master account

The record of financial rights and obligations of an account
holder and the administrative Federal Reserve Bank with respect
to each other, where opening, intra-day and closing balances are
determined. A master account is identified by a primary RTN.

Reporting and
Reconcilement

Message
signatures

Security protocols that serve to verify the integrity and authenticity
of the message sent and received through the service,
providing confidence the message received was the same as
what was sent. Digital signatures do this by generating a unique
hash of the message or document and encrypting it using the
sender’s private key.

Information
Security




TERM DESCRIPTION RELATED TOPIC
. Messaging solution used to send and receive data as messages COeEg) e
MQi S . the FedNow
between applications, services and systems. Servi
ervice
Settlement,

Other secondary
account RTN

A secondary RTN assigned to an Fl to segregate debit and credit
transaction activity.

Reporting and
Reconciliation

Participation type

Set of features, including ISO 20022 message requirements to
which an Fl has enabled for the FedNow Service. For example,
receive credit transfers, send and receive credit transfers,
send and/or receive liquidity management transfers and
settlement services.

Participation
Types

Payment timeout
clock

Maximum allowable time for a transaction to complete
processing or be rejected.

Understanding
the Clock

Primary RTN

An RTN that is associated with an FI's principle office.

Reporting and
Reconcilement

Real-time gross
settlement (RTGS)
system

A payment system that settles payment instructions
immediately on a transaction-by-transaction basis.

Respondent
financial institution
(respondent])

A respondent is an Fl that settles debit and credit transaction
activity for some or all of its transactions in the master account
of a correspondent.

Routing transit
number (RTN])

A nine-digit number assigned by the American Bankers
Association (ABA) Registrar of Routing Numbers to identify an
FI.

Secondary RTN

An RTN, other than the primary RTN, that has been assigned to
an Fl by the Registrar of Routing Numbers. There are two types
of secondary RTNs: subaccount and other secondary RTN.

Settlement,
Reporting and
Reconciliation

Statement

of Account
Spreadsheet File
(SASF)

Daily Statement of Account which can be downloaded using
spreadsheet software to perform internal reconcilement and
posting functions.

Reporting and
Reconcilement

Subaccount RTN

A secondary RTN which is used to identify information that is
reported directly to the FI's master account. These accounts
may be used to initiate certain types of transactions.

Settlement,
Reporting and
Reconciliation
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Quick Links to Additional Resources

e Operating Circular No. 8 - Funds Transfers Through the FedNow Service (FRBservices.org)

o FedNow?® Service Operating Procedures (FRBservices.org)
* Readiness Roadmap for Financial Institutions Working with Service Providers

¢ IS0® 20022 MyStandards® Readiness Portal and Accessing the MyStandards Portal

kb

e

-
The FedNow® Service Readiness Guide is a collection of topics offering information to help participants, service providers
and others as they prepare for the FedNow Service.

This guide may and is likely to change from time to time, including as the Federal Reserve Banks obtain feedback from various
stakeholders. The Readiness Guide is not an agreement with the Federal Reserve Banks and is not

necessarily reflective of the final terms, operating procedures, or other documentation for the FedNow Service.

The FedNow Service will be governed by applicable law and the terms of an operating circular issued by each of the Federal
Reserve Banks. Other Federal Reserve Banks operating circulars applicable to the Federal Reserve

Banks provision of financial services, including operating circulars that govern the account relationships and electronic
connection with the participants, will also apply. This guide does not create new obligations on the Federal Reserve Banks
and the standards outlined in it do not confer or connote legal status or responsibilities of any party to a funds transfer
through the service under applicable law. Nothing in this guide otherwise modifies or supersedes requirements imposed
on FedNow participants under applicable law.

The Federal Reserve Financial Services logo, “FedNow,” “Fedwire” and “FedLine” are service marks of the Federal
Reserve Banks. A list of marks related to financial services products that are offered to financial institutions by the
Federal Reserve Banks is available at FRBservices.org/terms.

Products and company names of third parties identified in this document are trademarks of their respective holders. Use
of them does not imply any affiliation with or endorsement by them. The Federal Reserve Banks do not sponsor, endorse,
or recommend (or provide any warranties, express or implied, regarding) any third party or any third-party products or
services referenced in this guide.

The information in this guide may not be sold, relicensed, or otherwise used for commercial gain. Users may link to the
guide, but you may not charge a fee for providing a link to it.

Back to Top



https://explore.fednow.org/explore-the-city?id=6&building=planning-office&resource=80&role=fi&resourceTitle=readiness-roadmap%3A-for-financial-institutions-working-with-service-providers
https://login.swift.com/swift/login/login.html?resource_url=https%3A%2F%2Fidp.swift.com%252Fsso%252Fprotected%252Fbcauthn%3Frealm%253DSAML_www2_form_external%2526conversation%253De1s1
https://www.frbservices.org/binaries/content/assets/crsocms/financial-services/fednow/instant-payments-education/how-to-gain-access-to-mystandards.pdf
https://frbservices.org/terms
https://www.frbservices.org/resources/rules-regulations/operating-circulars.html#8
https://www.frbservices.org/binaries/content/assets/crsocms/resources/rules-regulations/1024-fednow-service-operating-procedures.pdf
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